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CVE CVE-2016-3062
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-16 18:59:00 UTC
Updated 2023-11-07 02:32:00 UTC
Description The mov_read_dref function in libavformat/mov.c in Libav before 11.7 and FFmpeg before 0.11 allows remote attackers to
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux All All All All

Application Ffmpeg Ffmpeg All All All All

Application Libav Libav All All All All

Operating System Opensuse Leap 421 All All All

Operating System Opensuse Leap 421 All All All

Reference Source Link Tags
Bug 929 — libav mp4 file Memory corruption CONFIRM  bugzilla.libav.org Issue
git.libav.org Git - libav.git/commit CONFIRM git.libav.org Patch
git.libav.org Git - libav.git/commit git.libav.org

FFmpeg Security CONFIRM  ffmpeg.org

mov: reset dref_count on realloc to keep values consistent. - FFmpeg/FFmpeg@689e59b - GitHub  CONFIRM  github.com Patch
Debian -- Security Information -- DSA-3603-1 libav DEBIAN www.debian.org Third
libav.org/releases/libav-11.7.changelog CONFIRM libav.org Relee
libav: Multiple vulnerabilities (GLSA 201705-08) — Gentoo Security GENTOO  security.gentoo.org
openSUSE-SU-2016:1685-1: moderate: Security update for libav SUSE lists.opensuse.org  Third



https://cve.report/
https://cve.report/CVE-2016-3062/mitre
https://cve.report/CVE-2016-3062/nist
https://cve.report/CVE-2016-3062/cve_org
https://cve.report/api/cve/CVE-2016-3062.json
https://cve.report/CVE-2016-3062.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg
http://cve.report/vendor/libav
http://cve.report/software/libav/libav
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://bugzilla.libav.org/show_bug.cgi?id=929
https://git.libav.org/?p=libav.git;a=commit;h=7e01d48cfd168c3dfc663f03a3b6a98e0ecba328
https://git.libav.org/?p=libav.git%253Ba=commit%253Bh=7e01d48cfd168c3dfc663f03a3b6a98e0ecba328
https://ffmpeg.org/security.html
https://github.com/FFmpeg/FFmpeg/commit/689e59b7ffed34eba6159dcc78e87133862e3746
http://www.debian.org/security/2016/dsa-3603
https://libav.org/releases/libav-11.7.changelog
https://security.gentoo.org/glsa/201705-08
http://lists.opensuse.org/opensuse-updates/2016-06/msg00105.html

CVE Program record CVE.ORG www.cve.org canor

NVD vulnerability detail NVD nvd.nist.gov canor
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710503 Gentoo Linux libav Multiple Vulnerabilities (GLSA 201705-08)
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