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CVE CVE-2016-3072
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-07 18:59:00 UTC
Updated 2023-02-12 23:18:00 UTC
Description Multiple SQL injection vulnerabilities in the scoped_search function in app/controllers/katello/api/v2/api_controller.rb in Kate
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Katello Katello - All All All

Application Katello Katello - All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Redhat Satellite 6.1 All All All

Application Redhat Satellite 6.1 All All All

Reference Source
CVE-2016-3072 - Red Hat Customer Portal MISC
Red Hat Customer Portal REDHAT
Fixes #14381 - properly sanitize sort_by and sort_attr by jisherrill - Pull Request #6051 - Katello/katello - GitHub CONFIRM

1322050 — (CVE-2016-3072) CVE-2016-3072 Katello: Authenticated sql injection via sort_by and sort_order request parameter CONFIRM
CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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