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Summary

CVE CVE-2016-3083

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-30 14:29:00 UTC

Updated 2023-11-07 02:32:00 UTC

Description Apache Hive (JDBC + HiveServer2) implements SSL for plain TCP and HTTP connections (it supports both transport modes). While validating the server's certificate during the connection setup, the client in Apache Hive before 1.2.2 and 2.0.x before 2.0.1 doesn't seem to be verifying the common name attribute of the certificate. In this way, if a JDBC client sends an SSL request to server abc.com, and the server responds with a valid certificate (certified by CA) but issued to xyz.com, the client will accept that as a valid certificate and the SSL handshake will go through.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Hive 0.13.0 All All All

Application Apache Hive 0.13.1 All All All

Application Apache Hive 0.14.0 All All All

Application Apache Hive 1.0.0 All All All

Application Apache Hive 1.0.1 All All All

Application Apache Hive 1.1.0 All All All

Application Apache Hive 1.1.1 All All All

Application Apache Hive 1.2.0 All All All

Application Apache Hive 1.2.1 All All All

Application Apache Hive 0.13.0 All All All

Application Apache Hive 0.13.1 All All All

Application Apache Hive 0.14.0 All All All

Application Apache Hive 1.0.0 All All All

Application Apache Hive 1.0.1 All All All

Application Apache Hive 1.1.0 All All All

Application Apache Hive 1.1.1 All All All

Application Apache Hive 1.2.0 All All All
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Application Apache Hive 1.2.0 All All All

Application Apache Hive 1.2.1 All All All

References

Reference Source Link Tags

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Apache Hive CVE-2016-3083 Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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