CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2016-3092

PUBLIC

secalert@redhat.com

CVE-2016-3092

MITRE NVD

CVE Program / NVD first with legacy fallback

2016-07-04 22:59:00 UTC

2023-12-08 16:41:00 UTC

CVE.ORG

Print: PDF %5

The MultipartStream class in Apache Commons Fileupload before 1.3.2, as used in Apache Tomcat 7.x before 7.0.70, 8.x k
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Red Hat Customer Portal

Red Hat Customer Portal

[Apache-SVN] Revision 1743480

HPE Intelligent Management Center (iMC) PLAT Lets Remote Users Deny Service - SecurityTracker
Debian -- Security Information -- DSA-3611-1 libcommons-fileupload-java

[Apache-SVN] Revision 1743722

Red Hat Customer Portal

Pony Mail!

Pony Mail!

Pony Mail!

JVN#89379547: Apache Commons FileUpload vulnerable to denial-of-service (DoS)

Document Display | HPE Support Center

[Apache-SVN] Revision 1743738

Red Hat Customer Portal

Debian -- Security Information -- DSA-3609-1 tomcat8

November 2017 Apache Commons FileUpload Vulnerabilities in NetApp Products | NetApp Product Security
CPU July 2018

Oracle Critical Patch Update - April 2018

Pony Mail!

Apache Commons FileUpload CVE-2016-3092 Denial Of Service Vulnerability

Red Hat Customer Portal

Red Hat Customer Portal

Document Display | HPE Support Center

USN-3027-1: Tomcat vulnerability | Ubuntu

Red Hat Customer Portal

JVNDB-2016-000121

HPE IceWall Identity Manager and HPE IceWall SSO Password Reset Option Lets Remote Users Deny Service - Security Tracker
USN-3024-1: Tomcat vulnerabilities | Ubuntu

Pony Mail!

Red Hat Customer Portal

1349468 — (CVE-2016-3092) CVE-2016-3092 tomcat: Usage of vulnerable FileUpload package can result in denial of service
openSUSE-SU-2016:2252-1: moderate: Security update for tomcat

Red Hat Customer Portal

Debian -- Security Information -- DSA-3614-1 tomcat7


https://access.redhat.com/errata/RHSA-2017:0455
http://rhn.redhat.com/errata/RHSA-2017-0457.html
http://rhn.redhat.com/errata/RHSA-2016-2072.html
http://svn.apache.org/viewvc?view=revision&revision=1743480
http://www.securitytracker.com/id/1036900
http://www.debian.org/security/2016/dsa-3611
http://svn.apache.org/viewvc?view=revision&revision=1743722
http://rhn.redhat.com/errata/RHSA-2016-2070.html
https://lists.apache.org/thread.html/388a323769f1dff84c9ec905455aa73fbcb20338e3c7eb131457f708%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c@%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/388a323769f1dff84c9ec905455aa73fbcb20338e3c7eb131457f708@%253Cdev.tomcat.apache.org%253E
http://jvn.jp/en/jp/JVN89379547/index.html
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05324759
http://svn.apache.org/viewvc?view=revision&revision=1743738
http://rhn.redhat.com/errata/RHSA-2016-2808.html
http://www.debian.org/security/2016/dsa-3609
https://security.netapp.com/advisory/ntap-20190212-0001/
http://www.oracle.com/technetwork/security-advisory/cpujul2018-4258247.html
http://www.oracle.com/technetwork/security-advisory/cpuapr2018-3678067.html
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c%2540%253Cdev.tomcat.apache.org%253E
http://www.securityfocus.com/bid/91453
http://rhn.redhat.com/errata/RHSA-2016-2068.html
https://access.redhat.com/errata/RHSA-2017:0456
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05204371
http://www.ubuntu.com/usn/USN-3027-1
http://rhn.redhat.com/errata/RHSA-2016-2807.html
http://jvndb.jvn.jp/jvndb/JVNDB-2016-000121
http://www.securitytracker.com/id/1036427
http://www.ubuntu.com/usn/USN-3024-1
https://lists.apache.org/thread.html/343558d982879bf88ec20dbf707f8c11255f8e219e81d45c4f8d0551@%253Cdev.tomcat.apache.org%253E
http://rhn.redhat.com/errata/RHSA-2016-2599.html
https://bugzilla.redhat.com/show_bug.cgi?id=1349468
http://lists.opensuse.org/opensuse-updates/2016-09/msg00025.html
http://rhn.redhat.com/errata/RHSA-2016-2069.html
http://www.debian.org/security/2016/dsa-3614

Red Hat JBoss Enterprise Application Platform Fileupload Component Lets Remote Users Consume Excessive CPU Resources on the Targe
Pony Mail!

Sun GlassFish Enterprise Server Flaws Let Remote Users Access and Modify Data and Deny Service - Security Tracker
Apache Commons FileUpload: Multiple vulnerabilities (GLSA 202107-39) — Gentoo security

CVE-2016-3092: Apache Commons Fileupload information disclosure vulnerability

Document Display | HPE Support Center

Apache Tomcat® - Apache Tomcat 7 vulnerabilities

[Apache-SVN] Revision 1743742

Apache Tomcat® - Apache Tomcat 8 vulnerabilities

Apache Tomcat: Multiple vulnerabilities (GLSA 201705-09) — Gentoo Security

Oracle Critical Patch Update Advisory - April 2020

Red Hat Customer Portal

Oracle Critical Patch Update - July 2017

Oracle Critical Patch Update - October 2017

Apache Tomcat - Apache Tomcat 8 vulnerabilities

Oracle Critical Patch Update Advisory - April 2019

Oracle Solaris Bulletin - July 2016

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

710049 Gentoo Linux Apache Commons FileUpload Multiple Vulnerabilities (GLSA 202107-39)
753773 SUSE Enterprise Linux Security Update for jakarta-commons-fileupload (SUSE-SU-2023:0730-1)
753805 SUSE Enterprise Linux Security Update for jakarta-commons-fileupload (SUSE-SU-2023:0758-1)

982000 Java (maven) Security Update for commons-fileupload:commons-fileupload (GHSA-fvm3-cfvj-gxqq)
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