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CVE CVE-2016-3115
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-03-22 10:59:00 UTC
Updated 2018-09-11 10:29:00 UTC
Description Multiple CRLF injection vulnerabilities in session.c in sshd in OpenSSH before 7.2p2 allow remote authenticated users to b

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openbsd Openssh All p1 All All
Operating System Oracle Vm Server 3.2 All All All
Operating System Oracle Vm Server 3.2 All All All
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Oracle Solaris Bulletin - April 2016

[SECURITY] [DLA 1500-1] openssh security update

Full Disclosure: CVE-2016-3116 - Dropbear SSH xauth injection

CVS log for src/usr.bin/ssh/session.c

Red Hat Customer Portal

OpenSSH X11 Authentication Credentials Input Validation Flaw Lets Remote Authenticated Users Inject xauth Commands on the Target Syst:
OpenSSH 7.2p1 xauth Command Injection / Bypass =~ Packet Storm

src/usr.bin/ssh/session.c - diff - 1.282

OpenSSH: Multiple vulnerabilities (GLSA 201612-18) — Gentoo security

Broadcom Support Portal

Full Disclosure: CVE-2016-3115 - OpenSSH <=7.2p1 xauth injection
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[SECURITY] Fedora 22 Update: openssh-6.9p1-11.fc22
Oracle Linux Bulletin - April 2016

Oracle VM Server for x86 Bulletin - July 2016

[SECURITY] Fedora 23 Update: gsi-openssh-7.2p2-1.fc23
pub/pocs/cve-2016-3115 at master - tintinweb/pub - GitHub
FreeBSD-SA-16:14

[SECURITY] Fedora 22 Update: gsi-openssh-6.9p1-8.fc22
OpenSSH CVE-2016-3115 Remote Command Injection Vulnerability
[SECURITY] Fedora 23 Update: openssh-7.2p2-1.fc23
Red Hat Customer Portal

[SECURITY] Fedora 24 Update: gsi-openssh-7.2p2-2.fc24
www.openssh.com/txt/x11fwd.adv

OpenSSH <= 7.2p1 - xauth Injection

[SECURITY] Fedora 24 Update: openssh-7.2p2-1.fc24
CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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