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CVE CVE-2016-3134
State PUBLIC
Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-27 17:59:00 UTC
Updated 2023-11-07 02:32:00 UTC
Description The netfilter subsystem in the Linux kernel through 4.5.2 does not validate certain offset fields, which allows local users to ¢

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Novell Suse Linux Enterprise Debuginfo 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Debuginfo 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 spl All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 All All All
Operating System Novell Suse Linux Enterprise Desktop 12.0 spl All All
Operating System Novell Suse Linux Enterprise Live Patching 12.0 All All All
Operating System Novell Suse Linux Enterprise Live Patching 12.0 All All All
Operating System Novell Suse Linux Enterprise Module For Public Cloud 12.0 All All All
Operating System Novell Suse Linux Enterprise Module For Public Cloud 12.0 All All All
Operating System Novell Suse Linux Enterprise Real Time Extension 12.0 spl All All
Operating System Novell Suse Linux Enterprise Real Time Extension 12.0 sp1 All All
Operating System Novell Suse Linux Enterprise Server 11.0 extra All All
Operating System Novell Suse Linux Enterprise Server 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
Operating System Novell Suse Linux Enterprise Server 12.0 sp1 All All
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Operating System Novell Suse Linux Enterprise Server 11.0 extra All All
Operating System Novell Suse Linux Enterprise Server 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Server 12.0 All All All
Operating System Novell Suse Linux Enterprise Server 12.0 spi All All
Application Novell Suse Linux Enterprise Software Development Kit 11.0 sp4 All All
Application Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Application Novell Suse Linux Enterprise Software Development Kit 12.0 sp1 All All
Operating System Novell Suse Linux Enterprise Software Development Kit 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 spl All All
Operating System Novell Suse Linux Enterprise Software Development Kit 11.0 sp4 All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 All All All
Operating System Novell Suse Linux Enterprise Software Development Kit 12.0 sp1 All All
Operating System Novell Suse Linux Enterprise Workstation Extension 12.0 All All All
Operating System Novell Suse Linux Enterprise Workstation Extension 12.0 sp1 All All
Operating System Novell Suse Linux Enterprise Workstation Extension 12.0 All All All
Operating System Novell Suse Linux Enterprise Workstation Extension 12.0 sp1 All All
Reference

[security-announce] SUSE-SU-2016:2002-1: important: Security update for
[security-announce] SUSE-SU-2016:2001-1: important: Security update for
netfilter: x_tables: fix unconditional helper - torvalds/linux@54d83fc - GitHub
USN-2930-2: Linux kernel (Wily HWE) vulnerabilities | Ubuntu
[security-announce] SUSE-SU-2016:2014-1: important: Security update for
USN-2929-1: Linux kernel vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:2000-1: important: Security update for
[security-announce] SUSE-SU-2016:2009-1: important: Security update for
Oracle Linux Bulletin - July 2016

Red Hat Customer Portal

USN-2929-2: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu
[security-announce] SUSE-SU-2016:2007-1: important: Security update for
[security-announce] SUSE-SU-2016:1961-1: important: Security update for
[security-announce] SUSE-SU-2016:1696-1: important: Security update for

USN-2931-1: Linux kernel (Utopic HWE) vulnerabilities | Ubuntu
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Kernel/gitr/torvalds/linux.git - Linux Kernel source tree

USN-3050-1: Linux kernel (OMAP4) vulnerabilities | Ubuntu

Linux Kernel Local Memory Corruption and Integer Overflow Vulnerabilities

Oracle Linux Bulletin - October 2016

[security-announce] SUSE-SU-2016:2010-1: important:
[security-announce] SUSE-SU-2016:2005-1: important:

[security-announce] openSUSE-SU-2016:1641-1: important: Security update

Oracle VM Server for x86 Bulletin - October 2016

Security update for

Security update for

USN-2930-3: Linux kernel (Raspberry Pi 2) vulnerabilities | Ubuntu

1317383 — (CVE-2016-3134) CVE-2016-3134 kernel: netfilter: missing bounds check in ipt_entry structure

USN-2932-1: Linux kernel (Vivid HWE) vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:1985-1: important:

Security update for

Google Android Multiple Flaws Let Remote Users Deny Service and Execute Arbitrary Code and Let Applications Obtain Potentially Sensitive

USN-3049-1: Linux kernel vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:1994-1: important:

[security-announce] SUSE-SU-2016:1672-1: important:

USN-2930-1: Linux kernel vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:1995-1: important:

Red Hat Customer Portal

[security-announce] SUSE-SU-2016:2006-1: important:

758 - project-zero - Project Zero - Monorail

[security-announce] SUSE-SU-2016:2074-1: important:

[security-announce] SUSE-SU-2016:1764-1: important:

Red Hat Customer Portal

Debian -- Security Information -- DSA-3607-1 linux

[security-announce] SUSE-SU-2016:1690-1: important:

CVE Program record

NVD vulnerability detail

/]

Security update for

Security update for

Security update for

Security update for

Security update for

Security update for

Security update for

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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