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CVE-2016-3170

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomnacLrrnunvsucuman Gertain versions of Debian Linux from Debian contain the foIIowing
vulnerability:

The "have you forgotten your password" links in the User module in
Drupal 7.x before 7.43 and 8.x before 8.0.4 allow remote attackers to
obtain sensitive username information by leveraging a configuration
that permits using an email address to login and a module that permits

logging in.

CVE-2016-3170 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: 5.3-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
=3 [ NONE |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | (e

CVE References

Description Tags Link

oss-security - CVE requests for Drupal core (SA-CORE- ¢ > MLIST [oss-security] 20160224 CVE requests for
2016-001) Drupal core (SA-CORE-2016-001)

Nriinal CAara - Critical - Muiltinla \/1ilnarahilitine - QAL [ Doiop | A CONFIRM wnanar dAriinal ara/QALCARFE_2N1A_NNA


https://cve.report/
https://cve.report/CVE-2016-3170/mitre
https://cve.report/CVE-2016-3170/nist
https://cve.report/CVE-2016-3170/cve_org
https://cve.report/CVE-2016-3170.pdf
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2016/02/24/19
https://www.drupal.org/SA-CORE-2016-001

IUPO UUITU UHIUUAE IVIUTUPIS VU ST AriiiusS o [T o Q) NIV UV WAV WL LT UP ALV Y U W e £V TV VU

CORE-2016-001 | Drupal.org Vendor Advisory

www.drupal.org
text/html

oss-security - Re: CVE requests for Drupal core (SA- ¢ > MLIST [oss-security] 20160315 Re: CVE requests for
CORE-2016-001) Drupal core (SA-CORE-2016-001)

Debian -- Security Information -- DSA-3498-1 drupal7 (© DEBIAN DSA-3498

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Debian Debian Linux 7.0 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Operating Debian Debian Linux 7.0 All All All
System

Operating Debian Debian Linux 8.0 All All All
System

Application Drupal Drupal 7.0 All All All
Application Drupal Drupal 7.0 alphat All All
Application Drupal Drupal 7.0 alpha2 All All
Application Drupal Drupal 7.0 alpha3 All All
Application Drupal Drupal 7.0 alpha4 All All
Application Drupal Drupal 7.0 alphab All All
Application Drupal Drupal 7.0 alpha6é All All
Application Drupal Drupal 7.0 alpha7 All All
Application Drupal Drupal 7.0 betal All All
Application Drupal Drupal 7.0 beta2 All All
Application Drupal Drupal 7.0 beta3 All All
Application Drupal Drupal 7.0 dev All All
Application Drupal Drupal 7.0 rci All All
Application Drupal Drupal 7.0 rc2 All All
Application Drupal Drupal 7.0 rc3 All All

Application Drupal Drupal 7.0 rc4 All All
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Drupal

cpe:2.3:0:debian:debian_linux:7.0:*:*

cpe:2.3:0:debian:debian_linux:8.0

dkkakkakakak.

cpe:2.3:0:debian:debian_linux:7.0:*:*

cpe:2.3:0:debian:debian_linux:8.0

cpe:2.3:a:drupal:drupal:7.0

cpe:2.3:a:drupal:drupal:7.0:alpha

cpe:2.3:a:drupal:drupal:7.0:alpha2

dkakakkakakk.

dkkakkkakak.

Skk ok k k.

Skk ok uk kK
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Skk ok kkak.

cpe:2.3:a:drupal:drupal:7.0:alpha3:*:*:*:*:*:*:

Skk Lk k ok k.,

cpe:2.3:a:drupal:drupal:7.0:alphad:*:*:*:*:*:*:

Skk Lk k ok uk.

cpe:2.3:a:drupal:drupal:7.0:alphab:*:*:*:*:*:*:

Skk Lk k ok uk.

cpe:2.3:a:drupal:drupal:7.0:alpha6:*:*:*:*:*:*:

KRk akakak.

cpe:2.3:a:drupal:drupal:7.0:betat :*:*:*:*:*:*:

KRk ok akuk.

cpe:2.3:a:drupal:drupal:7.0:beta2:*:*:*:*:*:*:

R

cpe:2.3:a:drupal:drupal:7.0:beta3:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:drupal:drupal:7.0:dev:*:**:*:*:*:

aKLk kLKL k LKLk,

cpe:2.3:a:drupal:drupal:7.18: " ::

ARk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.19: "

dkukakkakakuk.

cpe:2.3:a:drupal:drupal:7.2:*:** """

aKLk kKK LKLk,

cpe:2.3:a:drupal:drupal:7.20:*:* "

akLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.22:*:*:***



kKK kKKK,

cpe:2.3:a:drupal:drupal:7.24 "™

Kk kKK kLK,

cpe:2.3:a:drupal:drupal:7.25:":* " "

KLk kKK kLK,

cpe:2.3:a:drupal:drupal:7.26:*:** " *:*:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.27:*:* """

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.29:*:***:**:*:

LRk ak kR akak.

cpe:2.3:a:drupal:drupal:7.3:*:* """

Kk ak kK kK,

cpe:2.3:a:drupal:drupal:7.30:*:* """

Kk koK Kok Lk,

cpe:2.3:a:drupal:drupal:7.33:*:* """

cpe:2.3:a:drupal:drupal:7.5: "

cpe:2.3:a:drupal:drupal:7.6:*: " """

dkkakkakakak.

cpe:2.3:a:drupal:drupal:7.7:*: "

cpe:2.3:a:drupal:drupal:7.8:*:*:*:*:*:*:*:

O

cpe:2.3:a:drupal:drupal:7.9:*:** " *:*:

dkakukakukuk.

coe:2.3:a:drupal:drupnal:8.0:alpha12:*:*:*:*:*:*:



akakukokakuk.

cpe:2.3:a:drupal:drupal:8.0:betad:*:*:*:*:*:*:

akak Lk okakuk.

cpe:2.3:a:drupal:drupal:8.0:beta6:*:*:*:*:*:*:

akak Lk akakuk.

cpe:2.3:a:drupal:drupal:8.0:beta7:*:*:*:*:*:*:

dkakukokakuk.

cpe:2.3:a:drupal:drupal:8.0:beta9:*:*:*:*:*:*:

akakkokukuk.

cpe:2.3:a:drupal:drupal:8.0:rc1:*:*: " *:*:

dkakukokakuk.

cpe:2.3:a:drupal:drupal:8.0:rc2:*:*:*:*:*:*:

akakukokukuk.

cpe:2.3:a:drupal:drupal:8.0:rc3:*:*:*: :*:*:



KRk akukuk.

cpe:2.3:a:drupal:drupal:8.0:rc4:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.0.1:": " :*:

cpe:2.3:a:drupal:drupal:8.0.2:*:**:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.0.3:*:

dkuk kR ok akak.

cpe:2.3:a:drupal:drupal:7.0:* "

Skk ok akk k.

cpe:2.3:a:drupal:drupal:7.0:alphat:*:*:*:*:*:*:

Skuk ok ak ok k.

cpe:2.3:a:drupal:drupal:7.0:alpha3:*:*:*:*:*:*:

dkak ok ak ok uk,

cpe:2.3:a:drupal:drupal:7.0:alphad:*:*:*:*:*:*:

dkk ok akkuk,

cpe:2.3:a:drupal:drupal:7.0:alphab:*:*:*:*:*:*:

Skak ok akkuk,

cpe:2.3:a:drupal:drupal:7.0:alpha6:*:*:*:*:*:*:

R

cpe:2.3:a:drupal:drupal:7.11: "

R L

cpe:2.3:a:drupal:drupal:7.12:*:" "

ARk kKL kKK,

cpe:2.3:a:drupal:drupal:7.13:*:*:*

R R

cpe:2.3:a:drupal:drupal:7.14:*:*:**

akLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.16:*:* "

ROV, Ns WORPI IRy PO Iy B B 28R R



cpe.c.o.d.arupdi.arupdl./.1/7. . . . ...

kKKK kKK,

cpe:2.3:a:drupal:drupal:7.18:*:*:****:*:

cpe:2.3:a:drupal:drupal:7.2:*:*:* """

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.20:*:* " "

Kk koK KRk,

cpe:2.3:a:drupal:drupal:7.24 """

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.25:*** " *:*:

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.26:*:*:*:*:**:*:

Kk koK ok kK,

cpe:2.3:a:drupal:drupal:7.27:**:* "%

cpe:2.3:a:drupal:drupal:7.4:*: = *:*:*:

R R

cpe:2.3:a:drupal:drupal:7.40:*:":***

akLk kKL kKK,

cpe:2.3:a:drupal:drupal:7.41: "

R

cpe:2.3:a:drupal:drupal:7.42:%:* "

cpe:2.3:a:drupal:drupal:7.5:*:** " :*:

cpe:2.3:a:drupal:drupal:7.6:*:



dkukak kR akak.

cpe:2.3:a:drupal:drupal:7.7:

cpe:2.3:a:drupal:drupal:7.8:*: "

dkak kR Lk akak.

cpe:2.3:a:drupal:drupal:7.9: """

dkak kR akakak.

cpe:2.3:a:drupal:drupal:7.x-dev:*:*:*:**:*:*:

Skukakakakak.

cpe:2.3:a:drupal:drupal:8.0:beta12:*:*:*:*:*:*:

Skukakakk k.,

cpe:2.3:a:drupal:drupal:8.0:beta13:*:*:*:*:*:*:

Skkakak kK.

cpe:2.3:a:drupal:drupal:8.0:beta14:*:*:*:*:*:*:

Skukakak ko,

cpe:2.3:a:drupal:drupal:8.0:beta15:*:*:*:*:*:*:

Skk ok uk kK.

cpe:2.3:a:drupal:drupal:8.0:beta16:*:*:*:*:*:*:

dkakkokukuk.

cpe:2.3:a:drupal:drupal:8.0:beta2:*:*:*:*:*:*:

KRk okakuk.

cpe:2.3:a:drupal:drupal:8.0:beta3:*:*:*:*:*:*:



akakkakukuk.

cpe:2.3:a:drupal:drupal:8.0:betad:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.0.1: " :*:
cpe:2.3:a:drupal:drupal:8.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.0.3:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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