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Summary

CVE CVE-2016-3179

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-24 15:59:00 UTC

Updated 2021-04-19 15:06:00 UTC

Description The processRequest function in minissdpd.c in MiniSSDPd 1.2.20130907-3 allows local users to cause a denial of service (invalid free and daemon crash) via vectors related to error handling.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Miniupnp Project Minissdpd 1.2.20130907-3 All All All

Application Miniupnp Project Minisspd 1.2.20130907-3 All All All

Application Miniupnp Project Minisspd 1.2.20130907-3 All All All

References

Reference Source

speirofr.appspot.com/files/advisory/SPADV-2016-02.md MISC

minissdpd.c: Initialize pointers to NULL (fix) · miniupnp/miniupnp@140ee8d · GitHub CONFIRM

#816759 - minissdpd: CVE-2016-3178 CVE-2016-3179 - Debian Bug report logs CONFIRM

oss-security - Re: CVE Request: The minissdpd (v 1.2.20130907-3) is affected by an improper validation of array index weakness MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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