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CVE CVE-2016-3189
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-30 17:59:00 UTC
Updated 2023-11-07 02:32:00 UTC
Description Use-after-free vulnerability in bzip2recover in bzip2 1.0.6 allows remote attackers to cause a denial of service (crash) via a «
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
Type Vendor Product Version Update Edition Language
Application Bzip Bzip2 1.0.6 All All All
Application Bzip Bzip2 1.0.6 All All All

Application Python Python Al Al Al All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500084 Alpine Linux Security Update for bzip2
503757 Alpine Linux Security Update for bzip2
671089 EulerOS Security Update for bzip2 (EulerOS-SA-2019-2560)

710351 Gentoo Linux bzip2 Denial of Service (DoS) Vulnerability (GLSA 201708-08)
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900017 CBL-Mariner Linux Security Update for bzip2 1.0.6

903363 Common Base Linux Mariner (CBL-Mariner) Security Update for bzip2 (1946)
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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