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Summary

CVE CVE-2016-3202

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-16 01:59:00 UTC

Updated 2018-10-12 22:11:00 UTC

Description The Microsoft (1) Chakra JavaScript, (2) JScript, and (3) VBScript engines, as used in Microsoft Internet Explorer 10 and 11 and Microsoft Edge, allow remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a crafted web site, aka "Scripting Engine Memory Corruption Vulnerability."

Risk And Classification

Problem Types: CWE-119 | CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Chakra Javascript All All All All

Application Microsoft Chakra Javascript All All All All

Application Microsoft Edge All All All All

Application Microsoft Edge All All All All

Application Microsoft Internet Explorer 10 All All All

Application Microsoft Internet Explorer 11 All All All

Application Microsoft Internet Explorer 10 All All All

Application Microsoft Internet Explorer 11 All All All

Application Microsoft Jscript All All All All

Application Microsoft Jscript All All All All

Application Microsoft Vbscript All All All All

Application Microsoft Vbscript All All All All
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Microsoft Security Bulletin MS16-068 - Critical | Microsoft Docs
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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