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cssaomvrcLrrnumsuctsan Gertain versions of Office from Microsoft contain the foIIowing
vulnerability:

Microsoft Office 2007 SP3, Office 2010 SP2, Office 2013 SP1, Office
2013 RT SP1, Office 2016, Word for Mac 2011, Word 2016 for Mac,
Word Viewer, Word Automation Services on SharePoint Server 2010
SP2, SharePoint Server 2013 SP1, Excel Automation Services on
SharePoint Server 2013 SP1, Word Automation Services on
SharePoint Server 2013 SP1, Office Web Apps 2010 SP2, and Office Web Apps Server 2013
SP1 allow remote attackers to execute arbitrary code via a crafted document, aka "Microsoft
Office Memory Corruption Vulnerability."

AV

CVE-2016-3357 has been assigned by gf secure@microsoft.com to track the vulnerability - currently rated as [[FIEI]) severity.

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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Microsoft Office PowerPoint 2010 - Invalid Pointer Reference - Windows dos Exploit

Microsoft Office CVE-2016-3357 Memory Corruption Vulnerability

Microsoft Office Multiple Flaws Let Remote Users Execute Arbitrary Code, Access Private Keys in

Certain Cases, and Bypass Security Features - SecurityTracker

Microsoft Security Bulletin MS16-107 - Critical | Microsoft Docs
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application Microsoft Word Viewer All All All All

Application Microsoft Word Viewer All All All All

KRk akukuk.

cpe:2.3:a:microsoft:office:2007:sp3:*:*:**:*:*:

KRk ok kuk.

cpe:2.3:a:microsoft:office:2010:sp2:*:*:*:*:*:*:

dkak Rk Rk k.

cpe:2.3:a:microsoft:office:2016:*:*:*:***:*:

Rk koK akak.

cpe:2.3:a:microsoft:office:2007:sp3:*:*:**:*:*:

KRk akakak.

cpe:2.3:a:microsoft:office:2010:sp2:*:*:*:*:*:*:

Rk kR Rk,

cpe:2.3:a:microsoft:office:2013:sp1:*:*:**:*:*:

dk kR kR Rk,

cpe:2.3:a:microsoft:office:2016:*:*:*:**:*:*:

Rk kR akak,

cpe:2.3:a:microsoft:office_web_apps:2010:sp2:*:*:*:*:*:*:

dkLk kK kKKK,

cpe:2.3:a:microsoft:word_viewer:*:*:*:**

ARk kK kLK Lk Lk,

cpe:2.3:a:microsoft:word_viewer:*:*:*:**:*

No vendor comments have been submitted for this CVE
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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