
CVE-2016-3449
Published on: 04/21/2016 12:00:00 AM UTC

Last Modified on: 05/13/2022 02:57:00 PM UTC

CVE-2016-3449

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Jdk from Oracle contain the following vulnerability:

Unspecified vulnerability in Oracle Java SE 6u113, 7u99, and 8u77
allows remote attackers to affect confidentiality, integrity, and
availability via vectors related to Deployment.
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CVSS2 Score: 7.6 - HIGH
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CVE References

Description Tags Link

Oracle Critical Patch Update Advisory - April 2016 Vendor Advisory

www.oracle.com

text/html

 CONFIRM
www.oracle.com/technetwork/security-
advisory/cpuapr2016v3-2985753.html

[security-announce] SUSE-SU-2016:1299-1: important: Security lists.opensuse.org  SUSE SUSE-SU-2016:1299

CVE-2016-3449 has been assigned by  secalert_us@oracle.com to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2016-3449/mitre
https://cve.report/CVE-2016-3449/nist
https://cve.report/CVE-2016-3449/cve_org
https://cve.report/CVE-2016-3449.pdf
http://cve.report/software/oracle/jdk
http://cve.report/vendor/oracle
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.oracle.com/technetwork/security-advisory/cpuapr2016v3-2985753.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00039.html


update for text/html

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0702

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:1039

April 2016 Java Platform Standard Edition Vulnerabilities in Multiple
NetApp Products | NetApp Product Security

security.netapp.com

text/html

 CONFIRM
security.netapp.com/advisory/ntap-
20160420-0001/

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0678

[security-announce] SUSE-SU-2016:1300-1: important: Security
update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1300

[security-announce] SUSE-SU-2016:1475-1: important: Security
update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1475

[security-announce] SUSE-SU-2016:1303-1: important: Security
update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1303

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0716

[security-announce] SUSE-SU-2016:1379-1: important: Security
update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1379

Oracle Java SE Multiple Flaws Let Remote Users Access Data and
Gain Elevated Privileges on the Target System - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1035596

[security-announce] SUSE-SU-2016:1458-1: important: Security
update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1458

IcedTea: Multiple vulnerabilities (GLSA 201606-18) — Gentoo security security.gentoo.org

text/html

 GENTOO GLSA-201606-18

[security-announce] SUSE-SU-2016:1378-1: important: Security
update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1378

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2017:1216

Red Hat Customer Portal access.redhat.com

text/html

 REDHAT RHSA-2016:1430

[security-announce] SUSE-SU-2016:1388-1: important: Security
update for

lists.opensuse.org

text/html

 SUSE SUSE-SU-2016:1388

Oracle Java SE CVE-2016-3449 Remote Security Vulnerability cve.report (archive)

text/html

 BID 86485

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0701

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0677

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0708

https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-0702.html
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-1039.html
https://security.netapp.com/advisory/ntap-20160420-0001/
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-0678.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00040.html
http://lists.opensuse.org/opensuse-security-announce/2016-06/msg00002.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00042.html
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-0716.html
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00059.html
http://www.securitytracker.com/id/1035596
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00067.html
https://security.gentoo.org/glsa/201606-18
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00058.html
https://access.redhat.com/errata/RHSA-2017:1216
https://access.redhat.com/errata/RHSA-2016:1430
http://lists.opensuse.org/opensuse-security-announce/2016-05/msg00061.html
http://cve.report/bid/86485
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-0701.html
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-0677.html
https://web.archive.org/web/2016/http://rhn.redhat.com/errata/RHSA-2016-0708.html


Inactive Link Not Archived

Red Hat Customer Portal web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2016:0679

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Jdk 1.6.0 update113 All All

Application Oracle Jdk 1.6.0 update_113 All All

Application Oracle Jdk 1.7.0 update99 All All

Application Oracle Jdk 1.7.0 update_99 All All

Application Oracle Jdk 1.8.0 update77 All All

Application Oracle Jdk 1.6.0 update_113 All All

Application Oracle Jdk 1.7.0 update_99 All All

Application Oracle Jdk 1.8.0 update77 All All

Application Oracle Jre 1.6.0 update113 All All

Application Oracle Jre 1.6.0 update_113 All All

Application Oracle Jre 1.7.0 update99 All All

Application Oracle Jre 1.7.0 update_99 All All

Application Oracle Jre 1.8.0 update77 All All

Application Oracle Jre 1.8.0 update_77 All All

Application Oracle Jre 1.6.0 update_113 All All

Application Oracle Jre 1.7.0 update_99 All All

Application Oracle Jre 1.8.0 update_77 All All

cpe:2.3:a:oracle:jdk:1.6.0:update113:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.6.0:update_113:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update99:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.7.0:update_99:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.8.0:update77:*:*:*:*:*:*:

cpe:2.3:a:oracle:jdk:1.6.0:update_113:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:oracle:jre:1.6.0:update113:*:*:*:*:*:*:

cpe:2.3:a:oracle:jre:1.6.0:update_113:*:*:*:*:*:*:
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