MITRE

CVE-2016-3509

NVD CVE.ORG

JSON API Print: PDF 1)

CVE CVE-2016-3509
State PUBLISHED
Assigner oracle

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-07-21 10:13:01 UTC
Updated 2026-05-06 22:30:45 UTC
Description Unspecified vulnerability in the Oracle Agile PLM component in Oracle Supply Chain Products Suite 9.3.4 and 9.3.5 allows
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Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:.L/A:N

Problem Types: NVD-CWE-noinfo | n/a

Score Severity
54 MEDIUM

4.9

Primary CVSS: v3.0 5.4 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

AV:N/AC:M/Au:S/C:P/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-3509/mitre
https://cve.report/CVE-2016-3509/nist
https://cve.report/CVE-2016-3509/cve_org
https://cve.report/api/cve/CVE-2016-3509.json
https://cve.report/CVE-2016-3509.pdf

CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:.L/A:N

J B

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Agile Product Lifecycle Management 9.3.4 All All All
Application Oracle Agile Product Lifecycle Management 9.3.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Oracle Agile PLM CVE-2016-3509 Remote Security Vulnerability

Oracle Critical Patch Update - July 2016

Oracle Supply Chain Products Suite Bugs Let Remote Users Access Data, Modify Data, Deny Service, and Gain Elevated Privileges - Securit
Oracle July 2016 Critical Patch Update Multiple Vulnerabilities

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_product_lifecycle_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_product_lifecycle_management
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/92005
http://www.oracle.com/technetwork/security-advisory/cpujul2016-2881720.html
http://www.securitytracker.com/id/1036402
http://www.securityfocus.com/bid/91787
https://www.cve.org/CVERecord?id=CVE-2016-3509
https://nvd.nist.gov/vuln/detail/CVE-2016-3509

There are currently no legacy QID mappings associated with this CVE.
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