MITRE

CVE-2016-3695

NVD

CVE.ORG

JSON API Print: PDF 1)

CVE CVE-2016-3695
State PUBLISHED
Assigner redhat

Source Priority

Published 2017-12-29 15:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description

CVE Program / NVD first with legacy fallback

The einj_error_inject function in drivers/acpi/apei/einj.c in the Linux kernel allows local users to simulate hardware errors an

4 I -l
Risk And Classification

Problem Types: CWE-74 | n/a

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

Score Severity
5.5 MEDIUM
2.1

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov

EPSS: 0.000550000 probability, percentile 0.173280000 (date 2026-05-17)

Vector

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

AV:L/AC:L/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-3695/mitre
https://cve.report/CVE-2016-3695/nist
https://cve.report/CVE-2016-3695/cve_org
https://cve.report/api/cve/CVE-2016-3695.json
https://cve.report/CVE-2016-3695.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel - All All All
Operating System Redhat Enterprise Linux 7.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

acpi: Disable APEI error injection if securelevel is set - mjg59/linux@d7a6be5 - GitHub af854a3a-2127-422b-¢
Malformed Request af854a83a-2127-422b-¢

1322755 — (CVE-2016-3695) CVE-2016-3695 kernel: Error injection via EINJ is allowed when securelevel is enabled  af854a3a-2127-422b-¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/mjg59/linux/commit/d7a6be58edc01b1c66ecd8fcc91236bfbce0a420
http://www.securityfocus.com/bid/102327
https://bugzilla.redhat.com/show_bug.cgi?id=1322755
https://www.cve.org/CVERecord?id=CVE-2016-3695
https://nvd.nist.gov/vuln/detail/CVE-2016-3695

Legacy QID Mappings

752589 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3264-1)
752594 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3293-1)
752632 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3450-1)
753063 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4617-1)
753167 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3288-1)
753370 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3609-1)

753374 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:3809-1)
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