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CVE CVE-2016-3822
State PUBLIC
Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-08-05 20:59:00 UTC
Updated 2018-11-05 20:33:00 UTC

Description exif.c in Matthias Wandel jhead 2.87, as used in libjhead in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1.x before 5.1.1, ¢

1|

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Google Android 4.0 All All All
Operating System Google Android 4.0.1 All All All
Operating System Google Android 4.0.2 All All All
Operating System Google Android 4.0.3 All All All
Operating System Google Android 404 All All All
Operating System Google Android 4.1 All All All
Operating System Google Android 41.2 All All All
Operating System Google Android 4.2 All All All
Operating System Google Android 421 All All All
Operating System Google Android 422 All All All
Operating System Google Android 4.3 All All All
Operating System Google Android 4.3.1 All All All
Operating System Google Android 4.4 All All All


https://cve.report/
https://cve.report/CVE-2016-3822/mitre
https://cve.report/CVE-2016-3822/nist
https://cve.report/CVE-2016-3822/cve_org
https://cve.report/api/cve/CVE-2016-3822.json
https://cve.report/CVE-2016-3822.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

References

Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google
Google

Google

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

Android

4.41

442

4.4.3

5.0

5.0.1

5.1

6.0

6.0.1

4.0

4.01

4.0.2

4.0.3

4.0.4

41

4.2

4.21

422

4.3

4.31

4.4

4.41

4.4.2

4.4.3

5.0

5.0.1

5.1

6.0.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Reference

Debian -- Security Information -- DSA-3825-1 jhead

Source

DEBIAN

Link

www.debian.org
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bae671597d47b9e5955¢c4ch742e468cebfd7cabb - platform/external/jhead - Git at Google CONFIRM  android.googlesource.com Issue 1

Google Android libjhead CVE-2016-3822 Remote Code Execution Vulnerability BID www.securityfocus.com Third F
CVE Program record CVE.ORG www.cve.org canoni
NVD vulnerability detail NVD nvd.nist.gov canoni
/| By

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

750206 OpenSUSE Security Update for jhead (openSUSE-SU-2021:0743-1)
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