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CVE-2016-3876

PUBLISHED

google_android

CVE Program / NVD first with legacy fallback
2016-09-11 21:59:19 UTC

2026-05-06 22:30:45 UTC

providers/settings/SettingsProvider.java in Android 6.x before 2016-09-01 and 7.0 before 2016-09-01 allows physically prox
| i

Risk And Classification

Primary CVSS: v3.0 6.8 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000250000 probability, percentile 0.070950000 (date 2026-05-06)
Problem Types: CWE-264 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 6.8 MEDIUM CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor
Operating System Google
Operating System Google
Operating System Google

Vendor Declared Affected Products

Product Version Update Edition Language
Android 6.0 All All All
Android 6.0.1 All All All
Android 7.0 All All All

Source Vendor

CNA Na

Product Version Platforms

N/a affected n/a Not specified

References

Reference

CVE Program record

NVD vulnerability detail

1]

91fc934bb2e5ea59929bb2f574de6db9b5100745 - platform/frameworks/base - Git at Google
Android Security Bulletin—September 2016 | Android Open Source Project
Google Android Multiple Flaws Let Remote Users Deny Service and Execute Arbitrary Code and Let Applications Obtain Potentially Sensitive

Google Android CVE-2016-3876 Local Privilege Escalation Vulnerability
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http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://android.googlesource.com/platform/frameworks/base/+/91fc934bb2e5ea59929bb2f574de6db9b5100745
http://source.android.com/security/bulletin/2016-09-01.html
http://www.securitytracker.com/id/1036763
http://www.securityfocus.com/bid/92819
https://www.cve.org/CVERecord?id=CVE-2016-3876
https://nvd.nist.gov/vuln/detail/CVE-2016-3876

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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