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Summary

CVE CVE-2016-3908

State PUBLIC

Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-10-10 10:59:00 UTC

Updated 2016-11-28 20:13:00 UTC

Description The Lock Settings Service in Android 6.x before 2016-10-01 and 7.0 before 2016-10-01 allows attackers to remove a device's PIN or password, and consequently gain privileges, via a crafted application, aka internal bug 30003944.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 6.0 All All All

Operating System Google Android 6.0.1 All All All

Operating System Google Android 7.0 All All All

Operating System Google Android 6.0 All All All

Operating System Google Android 6.0.1 All All All

Operating System Google Android 7.0 All All All

References

Reference Source Link Tags

Google Android CVE-2016-3908 Local Privilege Escalation Vulnerability BID www.securityfocus.com

96daf7d4893f614714761af2d53dfb93214a32e4 - platform/frameworks/base - Git at Google CONFIRM android.googlesource.com Issue Tracking, Patch

Android Security Bulletin—October 2016 | Android Open Source Project CONFIRM source.android.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2016-3908/mitre
https://cve.report/CVE-2016-3908/nist
https://cve.report/CVE-2016-3908/cve_org
https://cve.report/api/cve/CVE-2016-3908.json
https://cve.report/CVE-2016-3908.pdf
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://www.securityfocus.com/bid/93290
https://android.googlesource.com/platform/frameworks/base/+/96daf7d4893f614714761af2d53dfb93214a32e4
http://source.android.com/security/bulletin/2016-10-01.html
https://www.cve.org/CVERecord?id=CVE-2016-3908
https://nvd.nist.gov/vuln/detail/CVE-2016-3908


There are currently no legacy QID mappings associated with this CVE.
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