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Summary

CVE CVE-2016-3914

State PUBLISHED

Assigner google_android

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-10-10 10:59:18 UTC

Updated 2026-05-06 22:30:45 UTC

Description Race condition in providers/telephony/MmsProvider.java in Telephony in Android 4.x before 4.4.4, 5.0.x before 5.0.2, 5.1.x before 5.1.1, 6.x before 2016-10-01, and 7.0 before 2016-10-01 allows attackers to gain privileges via a crafted application that modifies a database between two open operations, aka internal bug 30481342.

Risk And Classification

Primary CVSS: v3.0 7.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.001040000 probability, percentile 0.279870000 (date 2026-05-07)

Problem Types: CWE-362 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 9.3 AV:N/AC:M/Au:N/C:C/I:C/A:C

CVSS v3.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

https://cve.report/
https://cve.report/CVE-2016-3914/mitre
https://cve.report/CVE-2016-3914/nist
https://cve.report/CVE-2016-3914/cve_org
https://cve.report/api/cve/CVE-2016-3914.json
https://cve.report/CVE-2016-3914.pdf


CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 4.0 All All All

Operating System Google Android 4.0.1 All All All

Operating System Google Android 4.0.2 All All All

Operating System Google Android 4.0.3 All All All

Operating System Google Android 4.0.4 All All All

Operating System Google Android 4.1 All All All

Operating System Google Android 4.1.2 All All All

Operating System Google Android 4.2 All All All

Operating System Google Android 4.2.1 All All All

Operating System Google Android 4.2.2 All All All

Operating System Google Android 4.3 All All All

Operating System Google Android 4.3.1 All All All

Operating System Google Android 4.4 All All All

Operating System Google Android 4.4.1 All All All

Operating System Google Android 4.4.2 All All All

Operating System Google Android 4.4.3 All All All

High

Availability

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Operating System Google Android 5.0 All All All

Operating System Google Android 5.0.1 All All All

Operating System Google Android 5.1 All All All

Operating System Google Android 5.1.0 All All All

Operating System Google Android 6.0 All All All

Operating System Google Android 6.0.1 All All All

Operating System Google Android 7.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Android Security Bulletin—October 2016 | Android Open Source Project af854a3a-2127-422b-91ae-364da2661108

3a3a5d145d380deef2d5b7c3150864cd04be397f - platform/packages/providers/TelephonyProvider - Git at Google af854a3a-2127-422b-91ae-364da2661108

Google Android CVE-2016-3914 Remote Privilege Escalation Vulnerability af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://source.android.com/security/bulletin/2016-10-01.html
https://android.googlesource.com/platform/packages/providers/TelephonyProvider/+/3a3a5d145d380deef2d5b7c3150864cd04be397f
http://www.securityfocus.com/bid/93300
https://www.cve.org/CVERecord?id=CVE-2016-3914
https://nvd.nist.gov/vuln/detail/CVE-2016-3914
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2016-3914
	Summary
	Risk And Classification
	CVSS v3.0 Breakdown
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


