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CVE CVE-2016-3984
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-04-08 15:59:00 UTC
Updated 2016-05-18 21:28:00 UTC

Description The McAfee VirusScan Console (mcconsol.exe) in McAfee Active Response (MAR) before 1.1.0.161, Agent (MA) 5.x befor:
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Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mcafee Active Response All All All All
Application Mcafee Agent All All All All
Application Mcafee Data Exchange Layer All All All All
Application Mcafee Data Loss Prevention Endpoint All p5 All All
Application Mcafee Data Loss Prevention Endpoint All p1_hf2 All All
Application Mcafee Endpoint Security All All All All
Application Mcafee Host Intrusion Prevention All p6 All All
Application Mcafee Virusscan Enterprise All p6 All All
Reference

McAfee VirusScan Enterprise Access Control Flaw Lets Local Users Bypass Self-Protection Security Restrictions - SecurityTracker
lab.mediaservice.net/advisory/2016-01-mcafee.txt

McAfee VirusScan Enterprise 8.8 - Security Restrictions Bypass - Windows local Exploit

Full Disclosure: McAfee VirusScan Enterprise security restrictions bypass

McAfee KnowledgeBase - Intel Security - Security Bulletin: Protected resource access bypass vulnerability resolved in multiple McAfee endpo

CVE Program record



https://cve.report/
https://cve.report/CVE-2016-3984/mitre
https://cve.report/CVE-2016-3984/nist
https://cve.report/CVE-2016-3984/cve_org
https://cve.report/CVE-2016-3984.pdf
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/active_response
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/agent
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/data_exchange_layer
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/data_loss_prevention_endpoint
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/data_loss_prevention_endpoint
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/endpoint_security
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/host_intrusion_prevention
http://cve.report/vendor/mcafee
http://cve.report/software/mcafee/virusscan_enterprise
http://www.securitytracker.com/id/1035130
http://lab.mediaservice.net/advisory/2016-01-mcafee.txt
https://www.exploit-db.com/exploits/39531/
http://seclists.org/fulldisclosure/2016/Mar/13
https://kc.mcafee.com/corporate/index?page=content&id=SB10151
https://www.cve.org/CVERecord?id=CVE-2016-3984
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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