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Summary

CVE CVE-2016-3987

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-12 02:00:00 UTC

Updated 2021-09-09 17:40:00 UTC

Description The HTTP server in Trend Micro Password Manager allows remote web servers to execute arbitrary commands via the url parameter to (1) api/openUrlInDefaultBrowser or (2) api/showSB.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trendmicro Password Manager - All All All

Application Trend Micro Password Manager - All All All

Application Trend Micro Password Manager - All All All

References

Reference Source

Trend Micro Antivirus Flaws in Password Manager Let Remote Users Obtain Passwords and Execute Arbitrary Code - SecurityTracker SECTRACK

Trend Micro - node.js HTTP Server Listening on localhost Can Execute Commands - Windows remote Exploit EXPLOIT-DB

Information on Reported Vulnerabilities in Trend Micro Password Manager - CONFIRM

693 - TrendMicro node.js HTTP server listening on localhost can execute commands - project-zero - Monorail MISC

TrendMicro Node.js HTTP Server Command Execution ≈ Packet Storm MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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