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CVE CVE-2016-3994
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-13 16:59:00 UTC
Updated 2016-12-01 03:10:00 UTC
Description The GIF loader in imlib2 before 1.4.9 allows remote attackers to cause a denial of service (application crash) or obtain sens
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Enlightenment Imlib2 All All All All

Reference Source Link Tags
#785369 - imlib2: CVE-2016-3994: GIF loader: out-of-bounds read - Debian Bug report logs CONFIRM  bugs.debian.org

Debian -- Security Information -- DSA-3555-1 imlib2 DEBIAN www.debian.org
openSUSE-SU-2016:1330-1: moderate: Security update for imlib2 SUSE lists.opensuse.org
legacy/imlib2.git - Image loading, rendering, saving library CONFIRM git.enlightenment.org
Enlightenment / [Enlightenment-announce] imlib2 1.4.9 MLIST sourceforge.net Patch
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2016-3994.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/enlightenment
http://cve.report/software/enlightenment/imlib2
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=785369
http://www.debian.org/security/2016/dsa-3555
http://lists.opensuse.org/opensuse-updates/2016-05/msg00076.html
https://git.enlightenment.org/legacy/imlib2.git/commit/?id=37a96801663b7b4cd3fbe56cc0eb8b6a17e766a8
https://sourceforge.net/p/enlightenment/mailman/message/35055012/
https://www.cve.org/CVERecord?id=CVE-2016-3994
https://nvd.nist.gov/vuln/detail/CVE-2016-3994

There are currently no legacy QID mappings associated with this CVE.
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