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CVE CVE-2016-4000

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-06 16:29:00 UTC

Updated 2023-11-07 02:32:00 UTC

Description Jython before 2.7.1rc1 allows attackers to execute arbitrary code via a crafted serialized PyFunction object.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Jython Project Jython 2.7.0 All All All
Application Jython Project Jython 2.7.0 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710472 Gentoo Linux Jython Arbitrary code execution Vulnerability (GLSA 201710-28)
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