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Summary

CVE CVE-2016-4032

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-13 16:59:00 UTC

Updated 2017-04-25 15:49:00 UTC

Description Samsung SM-G920F build G920FXXU2COH2 (Galaxy S6), SM-N9005 build N9005XXUGBOK6 (Galaxy Note 3), GT-I9192 build I9192XXUBNB1 (Galaxy S4 mini), GT-I9195 build I9195XXUCOL1 (Galaxy S4 mini LTE), and GT-I9505 build I9505XXUHOJ2 (Galaxy S4) devices do not block AT+USBDEBUG and AT+WIFIVALUE, which allows attackers to modify Android settings by leveraging AT access, aka SVE-2016-5301.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung Galaxy Note 3 - All All All

Hardware Samsung Galaxy Note 3 - All All All

Operating System Samsung Galaxy Note 3 Firmware n9005xxugbob6 All All All

Operating System Samsung Galaxy Note 3 Firmware n9005xxugbob6 All All All

Hardware Samsung Galaxy S4 - All All All

Hardware Samsung Galaxy S4 - All All All

Operating System Samsung Galaxy S4 Firmware i9505xxuhoj2 All All All

Operating System Samsung Galaxy S4 Firmware i9505xxuhoj2 All All All

Hardware Samsung Galaxy S4 Mini - All All All

Hardware Samsung Galaxy S4 Mini - All All All

Operating System Samsung Galaxy S4 Mini Firmware i9192xxubnb1 All All All

Operating System Samsung Galaxy S4 Mini Firmware i9192xxubnb1 All All All

Hardware Samsung Galaxy S4 Mini Lte - All All All

Hardware Samsung Galaxy S4 Mini Lte - All All All

Operating System Samsung Galaxy S4 Mini Lte Firmware i9195xxucol1 All All All

Operating System Samsung Galaxy S4 Mini Lte Firmware i9195xxucol1 All All All

Hardware Samsung Galaxy S6 - All All All
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Hardware Samsung Galaxy S6 - All All All

Hardware Samsung Galaxy S6 - All All All

Operating System Samsung Galaxy S6 Firmware g920fxxu2coh2 All All All

Operating System Samsung Galaxy S6 Firmware g920fxxu2coh2 All All All

References

Reference Source Link Tags

Multiple Samsung Galaxy Products CVE-2016-4032 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

advisories/android/samsung/nocve-2016-0004 at master · ud2/advisories · GitHub MISC github.com Exploit, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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