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CVE CVE-2016-4073
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-20 11:00:18 UTC
Updated 2026-05-06 22:30:45 UTC
Description Multiple integer overflows in the mbfl_strcut function in ext/mbstring/libmbfl/mbfl/mbfilter.c in PHP before 5.5.34, 5.6.x befor:

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

)
=
=

eges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

>
=
(0]
«Q
=
—
<

\vailability


https://cve.report/
https://cve.report/CVE-2016-4073/mitre
https://cve.report/CVE-2016-4073/nist
https://cve.report/CVE-2016-4073/cve_org
https://cve.report/api/cve/CVE-2016-4073.json
https://cve.report/CVE-2016-4073.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

J B
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Mac Os X All All All All
Application Php Php 5.5.0 All All All
Application Php Php 5.5.0 alphat All All
Application Php Php 5.5.0 alpha2 All All
Application Php Php 55.0 alpha3 All All
Application Php Php 5.5.0 alpha4 All All
Application Php Php 5.5.0 alphab All All
Application Php Php 5.5.0 alpha6 All All
Application Php Php 5.5.0 betal All All
Application Php Php 5.5.0 beta2 All All
Application Php Php 5.5.0 beta3 All All
Application Php Php 5.5.0 beta4 All All
Application Php Php 5.5.0 rci All All
Application Php Php 5.5.0 rc2 All All
Application Php Php 5.5.1 All All All
Application Php Php 5.5.10 All All All

Application Php Php 5.5.11 Al Al All
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Application Php Php 5.6.1 Al Al Al
Application Php Php 5.6.10 All All All
Application Php Php 5.6.11 All All All
Application Php Php 5.6.12 All All All
Application Php Php 5.6.13 All All All
Application Php Php 5.6.14 All All All
Application Php Php 5.6.15 All All All
Application Php Php 5.6.16 All All All
Application Php Php 5.6.17 All All All
Application Php Php 5.6.18 All All All
Application Php Php 5.6.19 All All All
Application Php Php 5.6.2 All All All
Application Php Php 5.6.3 All All All
Application Php Php 5.6.4 All All All
Application Php Php 5.6.5 All All All
Application Php Php 5.6.6 All All All
Application Php Php 5.6.7 All All All
Application Php Php 5.6.8 All All All
Application Php Php 5.6.9 All All All
Application Php Php 7.0.0 All All All
Application Php Php 7.0.1 All All All
Application Php Php 7.0.2 All All All
Application Php Php 7.0.3 All All All
Application Php Php 7.04 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Document Display | HPE Support Center af854a8a-2127-422b-91ae-364da2€
oss-security - Re: CVE request: PHP issues fixed in 7.0.5, 5.6.20 and 5.5.34 releases af854a3a-2127-422b-91ae-364da2€

About the security content of OS X EI Capitan v10.11.5 and Security Update 2016-003 - Apple Support af854a3a-2127-422b-91ae-364da2€
71906.diff - GitHub af854a3a-2127-422b-91ae-364da2€

USN-2952-2: PHP regression | Ubuntu af854a3a-2127-422b-91ae-364da2€
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https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05240731
http://www.openwall.com/lists/oss-security/2016/04/24/1
https://support.apple.com/HT206567
https://gist.github.com/smalyshev/d8355c96a657cc5dba70
http://www.ubuntu.com/usn/USN-2952-2

vevidil == OECUlIly nnuriduurl == OA-000U- I PIIPO

PHP: PHP 5 Changelog

PHP: Multiple vulnerabilities (GLSA 201611-22) — Gentoo security

PHP: PHP 7 ChangelLog

USN-2952-1: PHP vulnerabilities | Ubuntu

APPLE-SA-2016-05-16-4 OS X El Capitan 10.11.5 and Security Update 2016-003
[security-announce] openSUSE-SU-2016:1373-1: important: Security update
208.43.231.11 Git - php-src.git/commit

[security-announce] openSUSE-SU-2016:1274-1: important: Security update

PHP :: Sec Bug #71906 :: AddressSanitizer: negative-size-param (-1) in mbfl_strcut
Red Hat Customer Portal

[security-announce] SUSE-SU-2016:1277-1: important: Security update for

PHP 'libombfl/mbfl/mbfilter.c’ Function Denial of Service Vulnerability
208.43.231.11 Git - php-src.git/commit
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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