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Summary

CVE CVE-2016-4360

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-08 14:59:00 UTC

Updated 2017-11-03 01:29:00 UTC

Description web/admin/data.js in the Performance Center Virtual Table Server (VTS) component in HPE LoadRunner 11.52 through patch 3, 12.00 through patch 1, 12.01 through patch 3, 12.02 through patch 2, and 12.50 through patch 3 and Performance Center 11.52 through patch 3, 12.00 through patch 1, 12.01 through patch 3, 12.20 through patch 2, and 12.50 through patch 1 do not restrict file paths sent to an unlink call, which allows remote attackers to delete arbitrary files via the path parameter to data/import_csv, aka ZDI-CAN-3555.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Loadrunner 11.52 p3 All All

Application Hp Loadrunner 12.00 p1 All All

Application Hp Loadrunner 12.01 p3 All All

Application Hp Loadrunner 12.02 p2 All All

Application Hp Loadrunner 12.50 p3 All All

Application Hp Loadrunner 11.52 p3 All All

Application Hp Loadrunner 12.00 p1 All All

Application Hp Loadrunner 12.01 p3 All All

Application Hp Loadrunner 12.02 p2 All All

Application Hp Loadrunner 12.50 p3 All All

Application Hp Performance Center 11.52 p3 All All

Application Hp Performance Center 12.00 p1 All All

Application Hp Performance Center 12.01 p3 All All

Application Hp Performance Center 12.20 p2 All All

Application Hp Performance Center 12.50 p1 All All

Application Hp Performance Center 11.52 p3 All All

Application Hp Performance Center 12.00 p1 All All
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Application Hp Performance Center 12.00 p1 All All

Application Hp Performance Center 12.01 p3 All All

Application Hp Performance Center 12.20 p2 All All

Application Hp Performance Center 12.50 p1 All All
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HPE Support document - HPE Support Center

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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