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Summary

CVE CVE-2016-4396

State PUBLISHED

Assigner hpe

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-10-28 21:59:05 UTC

Updated 2026-05-06 22:30:45 UTC

Description HPE System Management Homepage before v7.6 allows remote attackers to have an unspecified impact via unknown vectors, related to a "Buffer Overflow" issue.

Risk And Classification

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

EPSS: 0.014570000 probability, percentile 0.809590000 (date 2026-05-09)

Problem Types: CWE-119 | Buffer Overflow

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 7.5 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

2.0 nvd@nist.gov Primary 7.8 AV:N/AC:L/Au:N/C:N/I:C/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

High

https://cve.report/
https://cve.report/CVE-2016-4396/mitre
https://cve.report/CVE-2016-4396/nist
https://cve.report/CVE-2016-4396/cve_org
https://cve.report/api/cve/CVE-2016-4396.json
https://cve.report/CVE-2016-4396.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:C/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp System Management Homepage All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA HPE HPE System Management Homepage Before V7.6 affected HPE System Management Homepage before v7.6 Not specified

References

Reference Source

Zero Day Initiative af854a3a-2127-422b-91ae-364da2661108

HP System Management Homepage Multiple Security Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

Document Display | HPE Support Center af854a3a-2127-422b-91ae-364da2661108

[R1] HP System Management Homepage (SMH) Multiple Remote Stack Buffer Overflows - Research Advisory | Tenable® af854a3a-2127-422b-91ae-364da2661108

HPE Support document - HPE Support Center af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

High

Availability

None

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

Complete

Availability

None

http://cve.report/vendor/hp
http://cve.report/software/hp/system_management_homepage
http://cve.report/vendor/HPE
http://cve.report/software/HPE/HPE_System_Management_Homepage_before_v7.6
http://www.zerodayinitiative.com/advisories/ZDI-16-588
http://www.securityfocus.com/bid/93961
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05390722
https://www.tenable.com/security/research/tra-2016-32
https://h20564.www2.hpe.com/hpsc/doc/public/display?docId=emr_na-c05320149
https://www.cve.org/CVERecord?id=CVE-2016-4396
https://nvd.nist.gov/vuln/detail/CVE-2016-4396


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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