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Summary

CVE CVE-2016-4399

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-06 20:29:00 UTC

Updated 2018-10-04 22:19:00 UTC

Description A security vulnerability was identified in HP Network Node Manager i (NNMi) Software 10.00, 10.01 (patch1), 10.01 (patch 2), 10.10. The vulnerability could result in cross-site scripting (XSS).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Network Node Manager I 10.00 All All All

Application Hp Network Node Manager I 10.01 patch1 All All

Application Hp Network Node Manager I 10.01 patch2 All All

Application Hp Network Node Manager I 10.10 All All All

Application Hp Network Node Manager I 10.00 All All All

Application Hp Network Node Manager I 10.01 patch1 All All

Application Hp Network Node Manager I 10.01 patch2 All All

Application Hp Network Node Manager I 10.10 All All All

References

Reference Source

Document Display | HPE Support Center CONFIRM

HPE Network Node Manager i (NNMi) Multiple Security vulnerabilities BID

HPE OpenView Network Node Manager i Input Validation Flaws Let Remote Users Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

https://cve.report/
https://cve.report/CVE-2016-4399/mitre
https://cve.report/CVE-2016-4399/nist
https://cve.report/CVE-2016-4399/cve_org
https://cve.report/CVE-2016-4399.pdf
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
http://cve.report/vendor/hp
http://cve.report/software/hp/network_node_manager_i
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-c05325823
http://www.securityfocus.com/bid/94195
http://www.securitytracker.com/id/1037232
https://www.cve.org/CVERecord?id=CVE-2016-4399
https://nvd.nist.gov/vuln/detail/CVE-2016-4399


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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