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Apache Struts 2 before 2.3.29 and 2.5.x before 2.5.1 allow attackers to have unspecified impact via vectors related to imprc
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Application

Application

Vendor Product Version Update Edition Language
Apache Struts 2.0.0 All All All
Apache Struts 2.0.1 All All All
Apache Struts 2.0.11 All All All
Apache Struts 2.0.11.1 All All All
Apache Struts 2.0.11.2 All All All
Apache Struts 2.0.12 All All All
Apache Struts 2.0.14 All All All
Apache Struts 2.0.2 All All All
Apache Struts 2.0.3 All All All
Apache Struts 2.04 All All All
Apache Struts 2.05 All All All
Apache Struts 2.0.6 All All All
Apache Struts 2.0.7 All All All
Apache Struts 2.0.8 All All All
Apache Struts 2.0.9 All All All
Apache Struts 2.1.6 All All All
Apache Struts 2.1.8 All All All
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References

Reference

S2-035

CVE Program record

NVD vulnerability detail

1

Oracle Critical Patch Update - July 2017

Apache Struts CVE-2016-4436 Security Bypass Vulnerability

No vendor comments have been submitted for this CVE.

IBM Security Bulletin: Multiple Vulnerabilities in Struts v2 affect IBM Opportunity Detect - United States

IBM Security Bulletin: Multiple vulnerabilities in Apache Struts affect SAN Volume Controller and Storwize Family - United States

Source

BID

CONFIRM

CONFIRM

CONFIRM

CONFIRM

CVE.ORG

NVD
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Legacy QID Mappings

996541 Java (Maven) Security Update for org.apache.struts:struts2-core (GHSA-xm92-v2mq-842q)
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