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/ext/phar/phar_object.c in PHP 7.0.7 and 5.6.x allows remote attackers to execute arbitrary code. NOTE: Introduced as par
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.6.0 alphat All Al
Php Php 5.6.0 alpha2 Al All
Php Php 5.6.0 alpha3 Al All
Php Php 5.6.0 alpha4 All All
Php Php 5.6.0 alpha5  All All
Php Php 5.6.0 betai All All
Php Php 5.6.0 beta2 All All
Php Php 5.6.0 beta3 All All
Php Php 5.6.0 beta4 All All
Php Php 5.6.1 All All All
Php Php 5.6.10 All All All
Php Php 5.6.11 All All All
Php Php 5.6.12 All All All
Php Php 5.6.13 All All All
Php Php 5.6.14 All All All
Php Php 5.6.15 All All All
Php Php 5.6.16 All All All
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Application Php Php 5.6.2 All All All

Application Php Php 5.6.20 All All All

Application Php Php 5.6.21 All All All

Application Php Php 5.6.22 All All All

Application Php Php 5.6.3 All All All

Application Php Php 5.6.4 All All All

Application Php Php 5.6.5 All All All

Application Php Php 5.6.6 All All All

Application Php Php 5.6.7 All All All

Application Php Php 5.6.8 All All All

Application Php Php 5.6.9 All All All

Application Php Php 7.0.7 All All All

Operating System Suse Linux Enterprise Module For Web Scripting 12 All All All

Operating System Suse Linux Enterprise Module For Web Scripting 12 All All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp1 All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp1 All All

Reference Source Link Tags

Red Hat Customer Portal REDHAT  rhn.redhat.com Third Part

Bug 1347772 — CVE-2016-4473 php: Invalid free() instead of efree() in phar_extract_file() CONFIRM  bugzilla.redhat.com Exploit, Is¢

PHP CVE-2016-4473 Incomplete Fix Remote Code Execution Vulnerability BID www.securityfocus.com  Third Part

[security-announce] SUSE-SU-2016:2460-1: important: Security update for SUSE lists.opensuse.org Third Party

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical,
L] | ﬂ

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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