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CVE CVE-2016-4475
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-08-19 21:59:00 UTC
Updated 2023-02-12 23:21:00 UTC
Description The (1) Organization and (2) Locations APIs and Uls in Foreman before 1.11.4 and 1.12.x before 1.12.0-RC3 allow remote

/ |

1|

Risk And Classification

Problem Types: CWE-254

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Theforeman Foreman 1.12.0 All All All

Application Theforeman Foreman 1.12.0 All All All

Application Theforeman Foreman All All All All

Reference Source Lin
Revision a30ab44e - Fixes #15268 - limit user taxonomies using my scopes Fixes CVE-2016-4475 - Foreman CONFIRM  pro
CVE-2016-4475 - Red Hat Customer Portal MISC acc
Foreman :: Security CONFIRM  the
1342439 — (CVE-2016-4475) CVE-2016-4475 foreman: APl and Ul actions/URLs not limited to the orgs/locations assigned MISC bug
Malformed Request BID ww
Red Hat Customer Portal REDHAT  acc
Bug #15268: CVE-2016-4475 - API and Ul org/locations actions not limited to user's associated orgs/locations - Foreman CONFIRM  pro
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvd
4 H

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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