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Summary

CVE CVE-2016-4575

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-25 15:59:00 UTC

Updated 2016-05-26 13:50:00 UTC

Description Cross-site scripting (XSS) vulnerability in the email APP in Huawei PLK smartphones with software AL10C00 before AL10C00B211 and AL10C92 before AL10C92B211; ATH smartphones with software AL00C00 before AL00C00B361, CL00C92 before CL00C92B361, TL00HC01 before TL00HC01B361, and UL00C00 before UL00C00B361; CherryPlus smartphones with software TL00C00 before TL00C00B553, UL00C00 before UL00C00B553, and TL00MC01 before TL00MC01B553; and RIO smartphones with software AL00C00 before AL00C00B360 allows remote attackers to inject arbitrary web script or HTML via an email message.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei Ath - All All All

Hardware Huawei Ath - All All All

Operating System Huawei Ath Firmware al00c00 All All All

Operating System Huawei Ath Firmware cl00c92 All All All

Operating System Huawei Ath Firmware tl00hc01 All All All

Operating System Huawei Ath Firmware ul00c00 All All All

Operating System Huawei Ath Firmware al00c00 All All All

Operating System Huawei Ath Firmware cl00c92 All All All

Operating System Huawei Ath Firmware tl00hc01 All All All

Operating System Huawei Ath Firmware ul00c00 All All All

Hardware Huawei Cherryplus - All All All

Hardware Huawei Cherryplus - All All All

Operating System Huawei Cherryplus Firmware tl00c00 All All All

Operating System Huawei Cherryplus Firmware tl00mc01 All All All

Operating System Huawei Cherryplus Firmware ul00c00 All All All

Operating System Huawei Cherryplus Firmware tl00c00 All All All

Operating System Huawei Cherryplus Firmware tl00mc01 All All All
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Operating System Huawei Cherryplus Firmware tl00mc01 All All All

Operating System Huawei Cherryplus Firmware ul00c00 All All All

Hardware Huawei Plk - All All All

Hardware Huawei Plk - All All All

Operating System Huawei Plk Firmware al10c00 All All All

Operating System Huawei Plk Firmware al10c92 All All All

Operating System Huawei Plk Firmware al10c00 All All All

Operating System Huawei Plk Firmware al10c92 All All All

Hardware Huawei Rio - All All All

Hardware Huawei Rio - All All All

Operating System Huawei Rio Firmware al00c00 All All All

Operating System Huawei Rio Firmware al00c00 All All All

References

Reference Source Link Tags

Security Advisory - XSS Vulnerability in the Email App of Huawei Smartphone CONFIRM www.huawei.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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