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Summary

CVE CVE-2016-4676

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-03 18:15:00 UTC

Updated 2020-02-05 20:22:00 UTC

Description A Cross-origin vulnerability exists in WebKit in Apple Safari before 10.0.1 when processing location attributes, which could let a remote malicious user obtain sensitive information.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.10.5 All All All

Operating System Apple Mac Os X 10.11.6 All All All

Operating System Apple Mac Os X 10.12 All All All

Operating System Apple Mac Os X 10.10.5 All All All

Operating System Apple Mac Os X 10.11.6 All All All

Operating System Apple Mac Os X 10.12 All All All

Application Apple Safari All All All All

Application Apple Safari All All All All

References

Reference

WebKit Multiple Security Vulnerabilities

CVE-2016-4676 ≈ Packet Storm

Apple - Lists.apple.com

Apple Safari Bugs in Processing Web Content Let Remote Users Obtain Potentially Sensitive Information and Execute Arbitrary Code - SecurityTracker

Full Disclosure: APPLE-SA-2016-10-24-3 Safari 10.0.1
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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