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CVE-2016-4762

PUBLISHED

apple

CVE Program / NVD first with legacy fallback
2016-09-25 10:59:56 UTC

2026-05-06 22:30:45 UTC

WebKit in Apple iOS before 10, iTunes before 12.5.1 on Windows, iCloud before 6.0 on Windows, and Safari before 10 allo

Risk And Classification

/ | 1|

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.009370000 probability, percentile 0.763230000 (date 2026-05-07)
Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apple Icloud 5.2.1 All All All
Operating System Apple Iphone Os All All All All
Application Apple ltunes 12.4.3 All All All
Application Apple Safari All All All All
Operating System Microsoft Windows All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

APPLE-SA-2016-09-20-2 Safari 10
About the security content of iOS 10 - Apple Support
APPLE-SA-2016-09-20-7 iTunes 12.5.1 for Windows

About the security content of iTunes 12.5.1 for Windows - Apple Support
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http://cve.report/vendor/apple
http://cve.report/software/apple/icloud
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/itunes
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.apple.com/archives/security-announce/2016/Sep/msg00007.html
https://support.apple.com/HT207143
http://lists.apple.com/archives/security-announce/2016/Sep/msg00012.html
https://support.apple.com/HT207158
https://support.apple.com/HT207147
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Apple Safari Multiple Bugs Let Remote Users Obtain Potentially Sensitive Information, Spoof the Address Bar, Conduct Cross-Site Scripting A
About the security content of Safari 10 - Apple Support

APPLE-SA-2016-09-20-8 iCloud for Windows 6.0

Malformed Request

APPLE-SA-2016-09-20-3 i0S 10

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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