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CVE CVE-2016-4787
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-05-26 14:59:03 UTC
Updated 2026-05-06 22:30:45 UTC
Description Pulse Connect Secure (PCS) 8.2 before 8.2r1, 8.1 before 8.1r2, 8.0 before 8.0r10, and 7.4 before 7.4r13.4 allow remote att

Risk And Classification

|L

Primary CVSS: v3.0 10 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:H

Problem Types: NVD-CWE-noinfo | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 10 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:H
2.0 nvd@nist.gov Primary 6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P
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https://cve.report/
https://cve.report/CVE-2016-4787/mitre
https://cve.report/CVE-2016-4787/nist
https://cve.report/CVE-2016-4787/cve_org
https://cve.report/api/cve/CVE-2016-4787.json
https://cve.report/CVE-2016-4787.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:H
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ivanti Connect Secure 8.0 All All All
Application Ivanti Connect Secure 8.1 All All All
Application Ivanti Connect Secure 8.2 All All All
Application Pulsesecure Pulse Connect Secure 7.4 All All All
Application Pulsesecure Pulse Connect Secure 8.1r1.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Public KB - SA40207 - [Pulse Secure] File content disclosure issue (CVE-2016-4787)
Pulse Connect Secure Bugs Let Remote Users Deny Service, Obtain Potentially Sensitive Information, and Conduct Cross-Site Scripting Attac
CVE Program record

NVD vulnerability detail

/ |

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/ivanti
http://cve.report/software/ivanti/connect_secure
http://cve.report/vendor/ivanti
http://cve.report/software/ivanti/connect_secure
http://cve.report/vendor/ivanti
http://cve.report/software/ivanti/connect_secure
http://cve.report/vendor/pulsesecure
http://cve.report/software/pulsesecure/pulse_connect_secure
http://cve.report/vendor/pulsesecure
http://cve.report/software/pulsesecure/pulse_connect_secure
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA40207
http://www.securitytracker.com/id/1035932
https://www.cve.org/CVERecord?id=CVE-2016-4787
https://nvd.nist.gov/vuln/detail/CVE-2016-4787

There are currently no legacy QID mappings associated with this CVE.
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