CVE-2016-4805

MITRE NVD CVE.ORG JSON API

Print: PDF 1)

CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2016-4805
PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2016-05-23 10:59:00 UTC

2023-01-17 21:18:00 UTC

Use-after-free vulnerability in drivers/net/ppp/ppp_generic.c in the Linux kernel before 4.5.2 allows local users to cause a de

Risk And Classification

Problem Types: CWE-416
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kernel/git/torvalds/linux.git - Linux kernel source tree

ppp: take reference on channels netns - torvalds/linux@1f461dc - GitHub

Linux kernel 'ppp_generic.c' Use After Free Denial of Service Vulnerability

[security-announce] SUSE-SU-2016:1937-1: important: Security update for

[security-announce] openSUSE-SU-2016:1641-1: important: Security update

Oracle Linux Bulletin - July 2016

[security-announce] SUSE-SU-2016:1985-1: important: Security update for

Google Android Multiple Flaws Let Remote Users Deny Service and Execute Arbitrary Code and Let Applications Obtain Potentially Sensitive

USN-3021-2: Linux kernel (OMAP4) vulnerabilities | Ubuntu
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oss-security - Ke: CVE Kequests: Linux: use-after-tree Issue for ppp channel
www.kernel.org/pub/linux/kernel/v4.x/Changelog-4.5.2

USN-3021-1: Linux kernel vulnerabilities | Ubuntu

[security-announce] SUSE-SU-2016:1672-1: important: Security update for
Debian -- Security Information -- DSA-3607-1 linux

Oracle VM Server for x86 Bulletin - October 2016

1335803 — (CVE-2016-4805) CVE-2016-4805 kernel: Use after free vulnerability in ppp_unregister_channel
[security-announce] SUSE-SU-2016:1690-1: important: Security update for
[security-announce] SUSE-SU-2016:2105-1: important: Security update for
[security-announce] openSUSE-SU-2016:2184-1: important: Security update
CVE Program record

NVD vulnerability detail
1 | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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