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CVE CVE-2016-4862
State PUBLISHED
Assigner jpcert

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-20 18:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description Twigmo bundled with CS-Cart 4.3.9 and earlier and Twigmo bundled with CS-Cart Multi-Vendor 4.3.9 and earlier allow rem

Risk And Classification

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-20 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.5 AV:N/AC:L/Au:S/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2016-4862/mitre
https://cve.report/CVE-2016-4862/nist
https://cve.report/CVE-2016-4862/cve_org
https://cve.report/api/cve/CVE-2016-4862.json
https://cve.report/CVE-2016-4862.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cs-cart Cs-cart All All All All
Application Cs-cart Cs-cart All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
CS-Cart add-on "Twigmo' CVE-2016-4862 PHP Object Injection Vulnerability af854al
JVNDB-2016-000157 - JVN iPedia af854at
JVN#55389065: CS-Cart add-on "Twigmo" vulnerable to PHP object injection af854al

F+a1UF 41 = [CVE-2016-4862] Twigmo7” RAVICHIFBPHPA TV U AV I /Y a v DREHFEHICDINT - TOJREE  af8bdal
CVE Program record CVE.Ot

NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/cs-cart
http://cve.report/software/cs-cart/cs-cart
http://cve.report/vendor/cs-cart
http://cve.report/software/cs-cart/cs-cart
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/92992
http://jvndb.jvn.jp/en/contents/2016/JVNDB-2016-000157.html
http://jvn.jp/en/jp/JVN55389065/index.html
http://tips.cs-cart.jp/fix-twigmo-vulnerability-20160914.html
https://www.cve.org/CVERecord?id=CVE-2016-4862
https://nvd.nist.gov/vuln/detail/CVE-2016-4862

There are currently no legacy QID mappings associated with this CVE.
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