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Email header injection vulnerability in Cybozu Office 9.0.0 to 10.4.0 allows remote attackers to inject arbitrary email header:
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cybozu Office 10.0.0 All All All
Cybozu Office 10.0.1 All All All
Cybozu Office 10.0.2 All All All
Cybozu Office 10.1.0 All All All
Cybozu Office 10.1.2 All All All
Cybozu Office 10.2.0 All All All
Cybozu Office 10.3.0 All All All
Cybozu Office 10.4.0 All All All
Cybozu Office 9.0 All All All
Cybozu Office 9.1.0 All All All
Cybozu Office 9.2.0 All All All
Cybozu Office 9.2.1 All All All
Cybozu Office 9.3.0 All All All
Cybozu Office 9.3.1 All All All
Cybozu Office 9.3.2 All All All
Cybozu Office 9.9.0 All All All
Cybozu Office 10.0.0 All All All
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Application Cybozu Office 10.0.1 All All All
Application Cybozu Office 10.0.2 All All All
Application Cybozu Office 10.1.0 All All All
Application Cybozu Office 10.1.2 All All All
Application Cybozu Office 10.2.0 All All All
Application Cybozu Office 10.3.0 All All All
Application Cybozu Office 10.4.0 All All All
Application Cybozu Office 9.0 All All All
Application Cybozu Office 9.1.0 All All All
Application Cybozu Office 9.2.0 All All All
Application Cybozu Office 9.2.1 All All All
Application Cybozu Office 9.3.0 All All All
Application Cybozu Office 9.3.1 All All All
Application Cybozu Office 9.3.2 All All All
Application Cybozu Office 9.9.0 All All All
Reference Source Link Tags

YA RIX REEBERABEY A b - [CyVDB-80IA—=ILAYF AT /Y 3V DIESEHE CONFIRM  support.cybozu.com Vendor A

JVNDB-2016-000190 - JVN iPedia JVNDB jvndb.jvn.jp Third Par
Cybozu Office CVE-2016-4868 Email Header Injection Vulnerability BID www.securityfocus.com  Third Par
JVN#08736331: Cybozu Office vulnerable to mail header injection JVN jvn.jp Third Par
CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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