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Apache Ambari 2.x before 2.4.0 includes KDC administrator passwords on the kadmin command line, which allows local us
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Apache Ambari 2.0.0 All All All
Apache Ambari 2.0.1 All All All
Apache Ambari 2.0.2 All All All
Apache Ambari 2.1.0 All All All
Apache Ambari 2.1.1 All All All
Apache Ambari 2.1.2 All All All
Apache Ambari 2.2.0 All All All
Apache Ambari 2.2.1 All All All
Apache Ambari 222 All All All
Apache Ambari 2.0.0 All All All
Apache Ambari 2.0.1 All All All
Apache Ambari 2.0.2 All All All
Apache Ambari 2.1.0 All All All
Apache Ambari 211 All All All
Apache Ambari 2.1.2 All All All
Apache Ambari 2.2.0 All All All
Apache Ambari 221 All All All
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Application Apache Ambari 222 All All All

References

Reference Source Link Tags

Apache Ambari CVE-2016-4976 Local Information Disclosure Vulnerability BID www.securityfocus.com  Third Party Advisory, VDE
Ambari Vulnerabilities - Apache Ambari - Apache Software Foundation CONFIRM  cwiki.apache.org Issue Tracking, Third Pari
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994960 Java (Maven) Security Update for org.apache.ambari:ambari (GHSA-g3pw-6vf2-66hf)
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