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Summary

CVE CVE-2016-4999

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-08-05 15:59:00 UTC

Updated 2021-04-27 13:55:00 UTC

Description SQL injection vulnerability in the getStringParameterSQL method in main/java/org/dashbuilder/dataprovider/sql/dialect/DefaultDialect.java in Dashbuilder before 0.6.0.Beta1 allows remote attackers to execute arbitrary SQL commands via a data set lookup filter in the (1) Data Set Authoring or (2) Displayer editor UI.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dashbuilder Project Dashbuilder - All All All

Application Dashbuilder Project Dashbuilder - All All All

Application Redhat Dashbuilder All All All All

Application Redhat Jboss Bpm Suite 6.0.0 All All All

Application Redhat Jboss Bpm Suite 6.0.1 All All All

Application Redhat Jboss Bpm Suite 6.0.3 All All All

Application Redhat Jboss Bpm Suite 6.1 All All All

Application Redhat Jboss Bpm Suite 6.1.2 All All All

Application Redhat Jboss Bpm Suite 6.0.0 All All All

Application Redhat Jboss Bpm Suite 6.0.1 All All All

Application Redhat Jboss Bpm Suite 6.0.3 All All All

Application Redhat Jboss Bpm Suite 6.1 All All All

Application Redhat Jboss Bpm Suite 6.1.2 All All All

Application Redhat Jboss Enterprise Brms Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Brms Platform 5.3.1 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.1 All All All
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Application Redhat Jboss Enterprise Brms Platform 6.0.1 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.2 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.3 All All All

Application Redhat Jboss Enterprise Brms Platform 6.1 All All All

Application Redhat Jboss Enterprise Brms Platform 6.3 All All All

Application Redhat Jboss Enterprise Brms Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Brms Platform 5.3.1 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.1 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.2 All All All

Application Redhat Jboss Enterprise Brms Platform 6.0.3 All All All

Application Redhat Jboss Enterprise Brms Platform 6.1 All All All

Application Redhat Jboss Enterprise Brms Platform 6.3 All All All

References

Reference Source Link

Red Hat Dashbuilder CVE-2016-4999 SQL Injection Vulnerability BID www.securityfocus.com

Login server redirect CONFIRM issues.jboss.org

Bug 1349990 – CVE-2016-4999 Dashbuilder: SQL Injection on data set lookup filters CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

DASHBUILDE-113: SQL Injection on data set lookup filters · dashbuilder/dashbuilder@8574899 · GitHub CONFIRM github.com

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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