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Summary

CVE CVE-2016-5002

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-27 18:29:00 UTC

Updated 2024-01-22 17:15:00 UTC

Description XML external entity (XXE) vulnerability in the Apache XML-RPC (aka ws-xmlrpc) library 3.1.3, as used in Apache Archiva, allows remote attackers to conduct server-side request forgery (SSRF) attacks via a crafted DTD.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Xml-rpc 3.1.3 All All All

Application Apache Xml-rpc 3.1.3 All All All

References

Reference

Beware of ws-xmlrpc library in your Java App ~ Из крайности в безопасность

Apache XML-RPC: Multiple Vulnerabilities (GLSA 202401-26) — Gentoo security

oss-security - Vulnerabilities in Apache Archiva

Malformed Request

Red Hat Customer Portal

Apache Archiva Bugs in XML-RPC Library Let Remote Users Conduct Server-Side Request Forgery Attacks, Deny Service, and Potentially Execute Arbitrary Code - SecurityTracker

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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