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CVE-2016-5017

PUBLISHED

redhat

CVE Program / NVD first with legacy fallback
2016-09-21 14:25:12 UTC

2026-05-06 22:30:45 UTC

Buffer overflow in the C cli shell in Apache Zookeeper before 3.4.9 and 3.5.x before 3.5.3, when using the "cmd:" batch mox

Risk And Classification

|L

Primary CVSS: v3.0 8.1 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.061140000 probability, percentile 0.908420000 (date 2026-05-06)
Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.1 HIGH CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

v
=
=

eges Required

Jser Interaction

3cope

Unchanged

>onfidentiality

ntegrity

i
b


https://cve.report/
https://cve.report/CVE-2016-5017/mitre
https://cve.report/CVE-2016-5017/nist
https://cve.report/CVE-2016-5017/cve_org
https://cve.report/api/cve/CVE-2016-5017.json
https://cve.report/CVE-2016-5017.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Zookeeper 3.5.0 All All All
Application Apache Zookeeper 3.5.1 All All All
Application Apache Zookeeper 3.5.2 All All All
Application Apache Zookeeper All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
lists.apache.org/thread.html/r4b743f407244294f316325458ccaabfce9cd70ca3a6423db... af854a3a-2127-422b-91ae-364da266110¢
ASF Git Repos - zookeeper.git/commitdiff af854a3a-2127-422b-91ae-364da266110¢
CDH Issues af854a3a-2127-422b-91ae-364da266110¢
Apache Zookeeper CVE-2016-5017 Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364da266110¢
Pony Mail! af854a3a-2127-422b-91ae-364da266110¢
Panv Maill afRRAaRa-2127-429h-0126-3R4Aa2ARART10$



http://cve.report/vendor/apache
http://cve.report/software/apache/zookeeper
http://cve.report/vendor/apache
http://cve.report/software/apache/zookeeper
http://cve.report/vendor/apache
http://cve.report/software/apache/zookeeper
http://cve.report/vendor/apache
http://cve.report/software/apache/zookeeper
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.apache.org/thread.html/r4b743f407244294f316325458ccaabfce9cd70ca3a6423dbe574035c%2540%253Cnotifications.dubbo.apache.org%253E
https://git-wip-us.apache.org/repos/asf?p=zookeeper.git%253Ba=commitdiff%253Bh=f09154d6648eeb4ec5e1ac8a2bacbd2f8c87c14a
https://www.cloudera.com/documentation/other/security-bulletins/topics/csb_topic_1.html
http://www.securityfocus.com/bid/93044
https://lists.apache.org/thread.html/053d9ce4d579b02203db18545fee5e33f35f2932885459b74d1e4272%2540%253Cissues.activemq.apache.org%253E
https://lists.apache.org/thread.html/bcce5a9c532b386c68dab2f6b3ce8b0cc9b950ec551766e76391caa3%2540%253Ccommits.nifi.apache.org%253E
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ZooKeeper 3.4.8 / 3.5.2 Buffer Overflow =~ Packet Storm
Pony Mail!

oss-security - [SECURITY] CVE-2016-5017: Buffer overflow vulnerability in ZooKeeper C cli shell
ASF Git Repos - zookeeper.git/commitdiff

Oracle Critical Patch Update Advisory - July 2020
Apache ZooKeeper - Security

ASF Git Repos - zookeeper.git/commitdiff

ASF Git Repos - zookeeper.git/commitdiff
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://packetstormsecurity.com/files/138755/ZooKeeper-3.4.8-3.5.2-Buffer-Overflow.html
https://lists.apache.org/thread.html/rca37935d661f4689cb4119f1b3b224413b22be161b678e6e6ce0c69b%2540%253Ccommits.nifi.apache.org%253E
http://www.openwall.com/lists/oss-security/2016/09/17/3
https://git-wip-us.apache.org/repos/asf?p=zookeeper.git%253Ba=commitdiff%253Bh=27ecf981a15554dc8e64a28630af7a5c9e2bdf4f
https://www.oracle.com/security-alerts/cpujul2020.html
https://zookeeper.apache.org/security.html#CVE-2016-5017
https://git-wip-us.apache.org/repos/asf?p=zookeeper.git;a=commitdiff;h=27ecf981a15554dc8e64a28630af7a5c9e2bdf4f
https://git-wip-us.apache.org/repos/asf?p=zookeeper.git;a=commitdiff;h=f09154d6648eeb4ec5e1ac8a2bacbd2f8c87c14a
https://lists.apache.org/thread.html/053d9ce4d579b02203db18545fee5e33f35f2932885459b74d1e4272@%253Cissues.activemq.apache.org%253E
https://lists.apache.org/thread.html/r4b743f407244294f316325458ccaabfce9cd70ca3a6423dbe574035c@%253Cnotifications.dubbo.apache.org%253E
https://lists.apache.org/thread.html/bcce5a9c532b386c68dab2f6b3ce8b0cc9b950ec551766e76391caa3@%253Ccommits.nifi.apache.org%253E
https://lists.apache.org/thread.html/rca37935d661f4689cb4119f1b3b224413b22be161b678e6e6ce0c69b@%253Ccommits.nifi.apache.org%253E
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