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CVE CVE-2016-5080
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-07-19 22:59:01 UTC
Updated 2026-05-06 22:30:45 UTC
Description Integer overflow in the rixMemHeapAlloc function in asn1rt_a.lib in Objective Systems ASN1C for C/C++ before 7.0.2 allow

/ ]

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: NVD-CWE-Other | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-5080/mitre
https://cve.report/CVE-2016-5080/nist
https://cve.report/CVE-2016-5080/cve_org
https://cve.report/api/cve/CVE-2016-5080.json
https://cve.report/CVE-2016-5080.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:L/Au:N/C:C/1:C/A:C

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Objective Systems Asnic All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

CPU Oct 2018

SecurityFocus

Full Disclosure: CVE-2016-5080: Memory corruption in code generated by Objective Systems Inc. ASN1C compiler for C/C++ [STIC-2016-06(
NCSC-2016-0650 [1.00] | NCSC

Vulnerability in Objective Systems ASN1C Compiler Affecting Cisco Products

Android Security Bulletin—January 2017 | Android Open Source Project

Objective Systems Inc. ASN1C For C/C++ Heap Memory Corruption ~ Packet Storm

security-advisories/ObjSys/CVE-2016-5080 at master - programa-stic/security-advisories - GitHub

ASN1C Buffer Overflow in rtxMemHeapAlloc() Lets Users Execute Arbitrary Code - Security Tracker

VU#790839 - Objective Systems ASN1C generates code that contains a heap overflow vulnerability


http://cve.report/vendor/objective_systems
http://cve.report/software/objective_systems/asn1c
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.oracle.com/technetwork/security-advisory/cpuoct2018-4428296.html
http://www.securityfocus.com/archive/1/538952/100/0/threaded
http://seclists.org/fulldisclosure/2016/Jul/65
https://www.ncsc.nl/dienstverlening/response-op-dreigingen-en-incidenten/beveiligingsadviezen/NCSC-2016-0650+1.00+Kwetsbaarheid+verholpen+in+ASN1C.html
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160721-asn1c
https://source.android.com/security/bulletin/2017-01-01.html
http://packetstormsecurity.com/files/137970/Objective-Systems-Inc.-ASN1C-For-C-C-Heap-Memory-Corruption.html
https://github.com/programa-stic/security-advisories/tree/master/ObjSys/CVE-2016-5080
http://www.securitytracker.com/id/1036386
http://www.kb.cert.org/vuls/id/790839

Objective Systems ASN1C CVE-2016-5080 Heap Based Buffer Overflow Vulnerability
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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