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CVE CVE-2016-5097
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-07-05 01:59:05 UTC
Updated 2026-05-06 22:30:45 UTC
Description phpMyAdmin before 4.6.2 places tokens in query strings and does not arrange for them to be stripped before external navi¢

/ |

Risk And Classification

Primary CVSS: v3.0 5.3 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-200 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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https://cve.report/api/cve/CVE-2016-5097.json
https://cve.report/CVE-2016-5097.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Opensuse Opensuse 13.1 All All All
Application Phpmyadmin Phpmyadmin All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Pass link to demo server through url.php - phpmyadmin/phpmyadmin@59e56bd - GitHub af854a3a-2127-42
Pass links to external sites in changelog through url.php - phpmyadmin/phpmyadmin@8326aae - GitHub af854a3a-2127-42
Ensure links from setup go through url.php - phpmyadmin/phpmyadmin@5fc8020 - GitHub af854a3a-2127-42
openSUSE-SU-2016:1556-1: moderate: Security update for phpMyAdmin af854a3a-2127-42
phpMyAdmin: Multiple vulnerabilities (GLSA 201701-32) — Gentoo security af854a3a-2127-42

phpMyAdmin Flaw Lets Remote Users Obtain Potentially Sensitive SQL Query Parameters from URLs - SecurityTracker — af854a3a-2127-42
phpMyAdmin - Security - PMASA-2016-14 af854a3a-2127-42

Improve handling of logout - phpmyadmin/phpmyadmin@11eb574 - GitHub af854a3a-2127-42
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http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/phpmyadmin/phpmyadmin/commit/59e56bd63a5e023b797d82eb272cd074e3b4bfd1
https://github.com/phpmyadmin/phpmyadmin/commit/8326aaebe54083d9726e153abdd303a141fe5ad3
https://github.com/phpmyadmin/phpmyadmin/commit/5fc8020c5ba9cd2e38beb5dfe013faf2103cdf0f
http://lists.opensuse.org/opensuse-updates/2016-06/msg00043.html
https://security.gentoo.org/glsa/201701-32
http://www.securitytracker.com/id/1035978
https://www.phpmyadmin.net/security/PMASA-2016-14
https://github.com/phpmyadmin/phpmyadmin/commit/11eb574242d2526107366d367ab5585fbe29578f
https://www.cve.org/CVERecord?id=CVE-2016-5097
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710467 Gentoo Linux Hypertext Preprocessor (PHP) MyAdmin Multiple Vulnerabilities (GLSA 201701-32)
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