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Summary

CVE CVE-2016-5098

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-07-05 01:59:00 UTC

Updated 2018-10-30 16:27:00 UTC

Description Directory traversal vulnerability in libraries/error_report.lib.php in phpMyAdmin before 4.6.2-prerelease allows remote attackers to determine the existence of arbitrary files by triggering an error.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Opensuse 13.1 All All All

Operating System Opensuse Opensuse 13.1 All All All

Application Phpmyadmin Phpmyadmin 4.6.2 All All All

Application Phpmyadmin Phpmyadmin 4.6.2 All All All

References

Reference

phpMyAdmin: Multiple vulnerabilities (GLSA 201701-32) — Gentoo security

phpMyAdmin Error Reporting Component Flaw Lets Remote Users Determine the Size of Arbitrary Files on the Target System - SecurityTracker

openSUSE-SU-2016:1556-1: moderate: Security update for phpMyAdmin

phpMyAdmin - Security - PMASA-2016-15

Fix possible path existence disclossure · phpmyadmin/phpmyadmin@d2dc948 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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