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CVE-2016-5099

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2016-07-05 01:59:00 UTC

2018-10-30 16:27:00 UTC

Cross-site scripting (XSS) vulnerability in phpMyAdmin 4.4.x before 4.4.15.6 and 4.6.x before 4.6.2 allows remote attackers

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Operating System

Operating System

Vendor Product Version Update Edition Language
Opensuse Opensuse 13.1 All All All
Opensuse Opensuse 13.1 All All All
Phpmyadmin Phpmyadmin 4.4.0 All All All
Phpmyadmin Phpmyadmin 4.41 All All All
Phpmyadmin Phpmyadmin 4411 All All All
Phpmyadmin Phpmyadmin 4.410 All All All
Phpmyadmin Phpmyadmin 4.4.11 All All All
Phpmyadmin Phpmyadmin 4412 All All All
Phpmyadmin Phpmyadmin 4413 All All All
Phpmyadmin Phpmyadmin 4.4.13.1 All All All
Phpmyadmin Phpmyadmin 44141 All All All
Phpmyadmin Phpmyadmin 4.4.15 All All All
Phpmyadmin Phpmyadmin 4.4.151 All All All
Phpmyadmin Phpmyadmin 4.4.15.2 All All All
Phpmyadmin Phpmyadmin 44153 All All All
Phpmyadmin Phpmyadmin 4.4.15.4 All All All
Phpmyadmin Phpmyadmin 44155 All All All
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Application Phpmyadmin Phpmyadmin 4.4.7 All All All

Application Phpmyadmin Phpmyadmin 4.4.8 All All All

Application Phpmyadmin Phpmyadmin 4.4.9 All All All

Application Phpmyadmin Phpmyadmin 4.6.0 All All All

Application Phpmyadmin Phpmyadmin 4.6.0 alphat All All

Application Phpmyadmin Phpmyadmin 4.6.0 rci All All

Application Phpmyadmin Phpmyadmin 4.6.0 rc2 All All

Application Phpmyadmin Phpmyadmin 4.6.1 All All All

Reference Source Link
Debian -- Security Information -- DSA-3627-1 phpmyadmin DEBIAN www.debiar
phpMyAdmin: Multiple vulnerabilities (GLSA 201701-32) — Gentoo security GENTOO security.gen
openSUSE-SU-2016:1556-1: moderate: Security update for phpMyAdmin SUSE lists.opensu
phpMyAdmin Input Validation Flaw Lets Remote Conduct Cross-Site Scripting Attacks - SecurityTracker SECTRACK www.securil
phpMyAdmin Security Bypass Vulnerability BID www.securil

Avoid not neeedded urlencode/urldecode steps in multi submits - phpmyadmin/phpmyadmin@b061096 - GitHub  CONFIRM github.com

phpMyAdmin - Security - PMASA-2016-16 CONFIRM www.phpmy
CVE Program record CVE.ORG WWW.CVe.Or
NVD vulnerability detail NVD nvd.nist.gov
a )

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710467 Gentoo Linux Hypertext Preprocessor (PHP) MyAdmin Multiple Vulnerabilities (GLSA 201701-32)
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