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CVE CVE-2016-5104
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-06-13 14:59:08 UTC
Updated 2026-05-06 22:30:45 UTC
Description The socket_create function in common/socket.c in libimobiledevice and libusbmuxd allows remote attackers to bypass inter

/ |

Risk And Classification

Primary CVSS: v3.0 5.3 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N

Problem Types: CWE-284 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:.L/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2016-5104/mitre
https://cve.report/CVE-2016-5104/nist
https://cve.report/CVE-2016-5104/cve_org
https://cve.report/api/cve/CVE-2016-5104.json
https://cve.report/CVE-2016-5104.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:L/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Application Libimobiledevice Libimobiledevice All All All All
Application Libimobiledevice Libusbmuxd All All All All
Operating System Opensuse Leap 421 All All All
Operating System Opensuse Opensuse 13.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

USN-3026-2: libusbmuxd vulnerability | Ubuntu af854a3a-2127-422b-91ae
common: [security fix] Make sure sockets only listen locally - libimobiledevice/libimobiledevice@df1f5c4 - GitHub  af854a3a-2127-422b-91ae
1339988 — (CVE-2016-5104) CVE-2016-5104 libimobiledevice: Sockets listening on INADDR_ANY af854a3a-2127-422b-91ae

af854a3a-2127-422b-91ae

oss-security - Re: CVE Requests: libimobiledevice and libusbmuxd


http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/libimobiledevice
http://cve.report/software/libimobiledevice/libimobiledevice
http://cve.report/vendor/libimobiledevice
http://cve.report/software/libimobiledevice/libusbmuxd
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ubuntu.com/usn/USN-3026-2
https://github.com/libimobiledevice/libimobiledevice/commit/df1f5c4d70d0c19ad40072f5246ca457e7f9849e
https://bugzilla.redhat.com/show_bug.cgi?id=1339988
http://www.openwall.com/lists/oss-security/2016/05/26/6

oss-security - CVE Requests: libimobiledevice and libusbmuxd af854a3a-2127-422b-91ae

common: [security fix] Make sure sockets only listen locally - libimobiledevice/libusbmuxd@4397b33 - GitHub af854a3a-2127-422b-91ae

USN-3026-1: libimobiledevice vulnerability | Ubuntu af854a3a-2127-422b-91ae
[SECURITY] [DLA 2122-1] libusbmuxd security update af854a8a-2127-422b-91ae
[SECURITY] [DLA 2121-1] libimobiledevice security update af854a3a-2127-422b-91ae
openSUSE-SU-2016:1526-1: moderate: Security update for libimobiledevice, af854a3a-2127-422b-91ae
[security-announce] SUSE-SU-2016:1639-1: important: Security update for af854a3a-2127-422b-91ae
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671113 EulerOS Security Update for libimobiledevice (EulerOS-SA-2019-2258)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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