VE-2016-5137

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2016-5137
State PUBLISHED
Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-07-23 19:59:20 UTC
Updated 2026-05-06 22:30:45 UTC
Description The CSPSource::schemeMatches function in WebKit/Source/core/frame/csp/CSPSource.cpp in the Content Security Policy

/ |

Risk And Classification

Primary CVSS: v3.0 4.3 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N

Problem Types: CWE-200 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 4.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N
2.0 nvd@nist.gov Primary 43 AV:N/AC:M/Au:N/C:P/l:N/A:N

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability


https://cve.report/
https://cve.report/CVE-2016-5137/mitre
https://cve.report/CVE-2016-5137/nist
https://cve.report/CVE-2016-5137/cve_org
https://cve.report/api/cve/CVE-2016-5137.json
https://cve.report/CVE-2016-5137.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:N

J B

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:P/I:N/A:N

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

USN-3041-1: Oxide vulnerabilities | Ubuntu

Chromium: Multiple vulnerabilities (GLSA 201610-09) — Gentoo security

Red Hat Customer Portal

Google Chrome Multiple Flaws Lets Remote Users Bypass Same-Origin Restrictions, Obtain Potentially Sensitive Information, Spoof URLs, al
Debian -- Security Information -- DSA-3637-1 chromium-browser

[security-announce] openSUSE-SU-2016:1869-1: important: Security update

Issue 2125873003: CSP: Allow ":80' to match ':443" in source expressions. - Code Review

[security-announce] openSUSE-SU-2016:1865-1: important: Security update

625945 - Security: browser history sniffing via HSTS + CSP (bypass previous fix) - chromium - Monorail

[security-announce] openSUSE-SU-2016:1868-1: important: Security update


http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.ubuntu.com/usn/USN-3041-1
https://security.gentoo.org/glsa/201610-09
http://rhn.redhat.com/errata/RHSA-2016-1485.html
http://www.securitytracker.com/id/1036428
http://www.debian.org/security/2016/dsa-3637
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00022.html
https://codereview.chromium.org/2125873003
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00020.html
https://crbug.com/625945
http://lists.opensuse.org/opensuse-security-announce/2016-07/msg00021.html

Chrome Releases: Stable Channel Update

[security-announce] openSUSE-SU-2016:1918-1: important: Security update
Google Chrome Prior to 52.0.2743.82 Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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