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VE-2016-5157

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2016-5157

PUBLISHED

Chrome

CVE Program / NVD first with legacy fallback
2016-09-11 10:59:13 UTC

2026-05-06 22:30:45 UTC

Heap-based buffer overflow in the opj_dwt_interleave_v function in dwt.c in OpendPEG, as used in PDFium in Google Chrc

Risk And Classification

/ | 1|

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.065920000 probability, percentile 0.912200000 (date 2026-05-06)
Problem Types: CWE-119 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 23 All All All
Operating System Fedoraproject Fedora 24 All All All
Operating System Fedoraproject Fedora 25 All All All
Application Google Chrome All All All All
Operating System Opensuse Leap 421 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

[SECURITY] Fedora 24 Update: mingw-openjpeg2-2.1.1-3.fc24 - package-announce - Fedora Mailing-Lists
Chrome Releases: Stable Channel Update for Desktop
Chromium: Multiple vulnerabilities (GLSA 201610-09) — Gentoo security

[SECURITY] Fedora 24 Update: openjpeg2-2.1.1-3.fc24 - package-announce - Fedora Mailing-Lists

Riin 1274227 — nneninen® Hean hiiffar nuerflow in ani dAwt interleave v in dwt ~


http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/H4IRSGYMBSHCBZP23CUDIRJ3LBKH6ZJ7/
https://googlechromereleases.blogspot.com/2016/08/stable-channel-update-for-desktop_31.html
https://security.gentoo.org/glsa/201610-09
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/YGKSEWWWED77Q5ZHK4OA2EKSJXLRU3MK/
https://bugzilla.redhat.com/show_bug.cgi?id=1374337
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Red Hat Customer Portal

Add sanity check for tile coordinates (#823) - uclouvain/openjpeg@e078172 - GitHub
openSUSE-SU-2016:2349-1: moderate: Security update for opera

Debian -- Security Information -- DSA-3660-1 chromium-browser

[SECURITY] Fedora 23 Update: openjpeg2-2.1.1-3.fc23 - package-announce - Fedora Mailing-Lists
[security-announce] SUSE-SU-2016:2251-1: important: Security update for

oss-security - Re: CVE Request: OpenJPEG Heap Buffer Overflow Issue
b6befb2ed2485a3805cddea86dc7574510178ea9 - pdfium - Git at Google

Google Chrome Prior to 53.0.2785.89 Multiple Security Vulnerabilities

[SECURITY] Fedora 23 Update: mingw-openjpeg2-2.1.1-3.fc23 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2016:2296-1: important: Security update

632622 - chromium - An open-source project to help move the web forward. - Monorail

[SECURITY] Fedora 25 Update: openjpeg2-2.1.1-3.fc25 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2016:2250-1: important: Security update

Debian -- Security Information -- DSA-4013-1 openjpeg?2

[SECURITY] Fedora 25 Update: mingw-openjpeg2-2.1.1-3.fc25 - package-announce - Fedora Mailing-Lists
Google Chrome Multiple Flaws Lets Remote Users Bypass Security Restrictions, Conduct Cross-Site Scripting Attacks, Spoof URLs, and Exe
[SECURITY] Fedora 23 Update: openjpeg2-2.1.1-3.fc23 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 24 Update: openjpeg2-2.1.1-3.fc24 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 24 Update: mingw-openjpeg2-2.1.1-3.fc24 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 25 Update: mingw-openjpeg2-2.1.1-3.fc25 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 23 Update: mingw-openjpeg2-2.1.1-3.fc23 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 25 Update: openjpeg2-2.1.1-3.fc25 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail
4 | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web


http://rhn.redhat.com/errata/RHSA-2016-1854.html
https://github.com/uclouvain/openjpeg/commit/e078172b1c3f98d2219c37076b238fb759c751ea
http://lists.opensuse.org/opensuse-updates/2016-09/msg00073.html
http://www.debian.org/security/2016/dsa-3660
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AQ2IIIQSJ3J4MONBOGCG6XHLKKJX2HKM/
http://lists.opensuse.org/opensuse-security-announce/2016-09/msg00004.html
http://www.openwall.com/lists/oss-security/2016/09/08/5
https://pdfium.googlesource.com/pdfium/+/b6befb2ed2485a3805cddea86dc7574510178ea9
http://www.securityfocus.com/bid/92717
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JYLOX7PZS3ZUHQ6RGI3M6H27B7I5ZZ26/
http://lists.opensuse.org/opensuse-security-announce/2016-09/msg00008.html
https://crbug.com/632622
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/66BWMMMWXH32J5AOGLAJGZA3GH5LZHXH/
http://lists.opensuse.org/opensuse-security-announce/2016-09/msg00003.html
http://www.debian.org/security/2017/dsa-4013
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/2T6IQAMS4W65MGP7UW5FPE22PXELTK5D/
http://www.securitytracker.com/id/1036729
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/AQ2IIIQSJ3J4MONBOGCG6XHLKKJX2HKM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/YGKSEWWWED77Q5ZHK4OA2EKSJXLRU3MK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/H4IRSGYMBSHCBZP23CUDIRJ3LBKH6ZJ7/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/2T6IQAMS4W65MGP7UW5FPE22PXELTK5D/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JYLOX7PZS3ZUHQ6RGI3M6H27B7I5ZZ26/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/66BWMMMWXH32J5AOGLAJGZA3GH5LZHXH/
https://www.cve.org/CVERecord?id=CVE-2016-5157
https://nvd.nist.gov/vuln/detail/CVE-2016-5157
https://cve.report/
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