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CVE-2016-5167

PUBLISHED

Chrome

CVE Program / NVD first with legacy fallback
2016-09-11 10:59:24 UTC

2026-05-06 22:30:45 UTC

Multiple unspecified vulnerabilities in Google Chrome before 53.0.2785.89 on Windows and OS X and before 53.0.2785.92

Risk And Classification

/ | 1|

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.015900000 probability, percentile 0.817340000 (date 2026-05-06)
Problem Types: NVD-CWE-noinfo | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
>onfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

1 [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome All All All All
Operating System Opensuse Leap 421 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Chrome Releases: Stable Channel Update for Desktop

Chromium: Multiple vulnerabilities (GLSA 201610-09) — Gentoo security

Red Hat Customer Portal

openSUSE-SU-2016:2349-1: moderate: Security update for opera

634557 - chromium - An open-source project to help move the web forward. - Monorail
Debian -- Security Information -- DSA-3660-1 chromium-browser

633585 - chromium - An open-source project to help move the web forward. - Monorail
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http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://googlechromereleases.blogspot.com/2016/08/stable-channel-update-for-desktop_31.html
https://security.gentoo.org/glsa/201610-09
http://rhn.redhat.com/errata/RHSA-2016-1854.html
http://lists.opensuse.org/opensuse-updates/2016-09/msg00073.html
https://crbug.com/634557
http://www.debian.org/security/2016/dsa-3660
https://crbug.com/633585
http://www.securityfocus.com/bid/92717
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624213 - chromium - An open-source project to help move the web forward. - Monorail
637320 - chromium - An open-source project to help move the web forward. - Monorail
624214 - chromium - An open-source project to help move the web forward. - Monorail
627418 - chromium - An open-source project to help move the web forward. - Monorail
625575 - chromium - An open-source project to help move the web forward. - Monorail
627355 - chromium - An open-source project to help move the web forward. - Monorail
634394 - chromium - An open-source project to help move the web forward. - Monorail
642598 - Tracking bug for internal fixes: Chrome M53, release 0 - chromium - Monorail
617648 - chromium - An open-source project to help move the web forward. - Monorail
Google Chrome Multiple Flaws Lets Remote Users Bypass Security Restrictions, Conduct Cross-Site Scripting Attacks, Spoof URLs, and Exe
619379 - chromium - An open-source project to help move the web forward. - Monorail
CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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