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Use-after-free vulnerability in V8 in Google Chrome before 53.0.2785.143 allows remote attackers to cause a denial of serv

| 1|

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All
Fedoraproject Fedora 24 All All All
Fedoraproject Fedora 25 All All All
Fedoraproject Fedora 24 All All All
Fedoraproject Fedora 25 All All All
Google Chrome All All All All
Opensuse Leap 421 All All All
Opensuse Leap 421 All All All
Opensuse Opensuse 13.2 All All All
Opensuse Opensuse 13.2 All All All
Redhat Enterprise Linux Server Supplementary 6.0 All All All
Redhat Enterprise Linux Server Supplementary 6.0 All All All
Redhat Enterprise Linux Workstation Supplementary 6.0 All All All
Redhat Enterprise Linux Workstation Supplementary 6.0 All All All
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Google Chrome Prior to 52.0.2743.82 Multiple Security Vulnerabilities

[SECURITY] Fedora 25 Update: chromium-53.0.2785.143-1.fc25 - package-announce - Fedora Mailing-Lists
Chromium: Multiple vulnerabilities (GLSA 201610-09) — Gentoo security

openSUSE-SU-2016:2429-1: moderate: Security update for chromium

Red Hat Customer Portal

Debian -- Security Information -- DSA-3683-1 chromium-browser

openSUSE-SU-2016:2432-1: moderate: Security update for chromium

[SECURITY] Fedora 24 Update: chromium-53.0.2785.143-1.fc24 - package-announce - Fedora Mailing-Lists
Chrome Releases: Stable Channel Update for Desktop

1380631 — (CVE-2016-5177) CVE-2016-5177 chromium-browser: use after free in v8

[SECURITY] Fedora 25 Update: chromium-53.0.2785.143-1.fc25 - package-announce - Fedora Mailing-Lists
Google Chrome Use-After-Free Memory Error and Other Bugs Let Remote Users Execute Arbitrary Code - Security Tracker
[SECURITY] Fedora 24 Update: chromium-53.0.2785.143-1.fc24 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

1] |

Source

SUSE

REDHAT

FEDORA

CONFIRM

CONFIRM

FEDORA

SECTRACK

CVE.ORG

NVD

\

\

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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