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Summary

CVE CVE-2016-5177

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-23 04:29:00 UTC

Updated 2023-11-07 02:33:00 UTC

Description Use-after-free vulnerability in V8 in Google Chrome before 53.0.2785.143 allows remote attackers to cause a denial of service (crash) or possibly have unspecified other impact via unknown vectors.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Application Google Chrome All All All All

Operating System Opensuse Leap 42.1 All All All

Operating System Opensuse Leap 42.1 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Redhat Enterprise Linux Server Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Server Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Workstation Supplementary 6.0 All All All

Operating System Redhat Enterprise Linux Workstation Supplementary 6.0 All All All

References

https://cve.report/
https://cve.report/CVE-2016-5177/mitre
https://cve.report/CVE-2016-5177/nist
https://cve.report/CVE-2016-5177/cve_org
https://cve.report/CVE-2016-5177.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/opensuse
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_supplementary
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_supplementary
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation_supplementary
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation_supplementary


Reference Source Link

Google Chrome Prior to 52.0.2743.82 Multiple Security Vulnerabilities www.securityfocus.com

[SECURITY] Fedora 25 Update: chromium-53.0.2785.143-1.fc25 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Chromium: Multiple vulnerabilities (GLSA 201610-09) — Gentoo security security.gentoo.org

openSUSE-SU-2016:2429-1: moderate: Security update for chromium SUSE lists.opensuse.org

Red Hat Customer Portal REDHAT rhn.redhat.com

Debian -- Security Information -- DSA-3683-1 chromium-browser www.debian.org

openSUSE-SU-2016:2432-1: moderate: Security update for chromium lists.opensuse.org

[SECURITY] Fedora 24 Update: chromium-53.0.2785.143-1.fc24 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Chrome Releases: Stable Channel Update for Desktop CONFIRM chromereleases.googleblog.com

1380631 – (CVE-2016-5177) CVE-2016-5177 chromium-browser: use after free in v8 CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 25 Update: chromium-53.0.2785.143-1.fc25 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Google Chrome Use-After-Free Memory Error and Other Bugs Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

[SECURITY] Fedora 24 Update: chromium-53.0.2785.143-1.fc24 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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